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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details
¢ Risk Management: Risk management is the systematic process of identifying, evaluating, and implementing
Topic 1 strategies to reduce or control the impact of potential uncertainties on organizational goals.

e Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the

Topic 2
ope mtegrity and availability of digital information.

¢ Conpliance: Regulatory compliance refers to an organization’s commitment to understanding and adhering
Topic 3 to applicable laws, policies, and regulations to operate within established legal and ethical standards.
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o Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and

Topic 4
mtegrity.
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APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q28-Q33):

NEW QUESTION # 28
Which activity is a required element of information security risk identification?

A. Determine the level of risk

B. Consider the likelihood of the occurrence
C. Determine the risk owners

D. Prioritize the risk for treatment

Answer: C

Explanation:

Clause 6.1.2 defines the mandatory elements of risk assessment. Under risk identification, the standard requires: "identifies the
information security risks:1) apply the information security risk assessment process to identify risks...; and2) identify the risk owners."
By contrast, considering likelhood and determining levels of risk (options B and D) are part offisk analysis(6.1.2 d) "assess the
realistic likelihood...",

"determine the levels of risk"'), and prioritization for treatment (option C) is part oftisk evaluation(6.1.2 e)

"prioritize the analysed risks for risk treatment"). Therefore, the specific activity that belongs torisk identificationis toidentify the risk
owners. This sequencing is prescribed to ensure each risk has a designated owner responsible for decisions on treatment and
acceptance downstream

NEW QUESTION # 29
To whom does the scope of the Terms and conditions of employment control apply?

A. Contractors only
B. All employees, contractors and third-party users

C. Enployees only
D. Personnel and the organization

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:

Annex A.6.1 (Terms and conditions of employment) states:

"The contractual agreements with employees and contractors shall state their and the organization's responsibilities for information
security." This means the control applies not just to employees, but also contractors and, where relevant, third-party users who are
subject to contractual obligations with the organization. The goal is to ensure thatall parties engaged in work under the organization's
control understand their security responsibilities before, during, and after employment or contract engagement.

Options A and B are too narrow, excluding key groups. Option C misrepresents the scope by implying a mutual responsibility but
not identifying the individuals covered. The explicit scope includesemployees, contractors, and third-party users.
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Therefore, the correct answer isD.

NEW QUESTION # 30
Which item is required to be considered when defining the scope and boundaries of the information security management system?

A. The dependencies between activities performed by the organization

B. The lessons learned from the information security experiences of other organizations
C. The regular activities necessary to maintain and improve the ISMS

D. The level of quality to which the ISMS must adhere

Answer: A

Explanation:

Clause 4.3 (Determining the scope of the ISMS) requires consideration of

"the external and internal issues referred to in 4.1; the requirements referred to in 4.2; and interfaces and dependencies between
activities performed by the organization, and those that are performed by other organizations." This confirms that dependencies
between activities are a required factor when defining scope. Options B (quality levels), C (lessons learned), and D (regular activities
for improvement) are not scope requirements, though they may be relevant in planning or improvement processes.

Thus, the verified answer is A: Dependencies between activities performed by the organization.

NEW QUESTION # 31
‘Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Ensuring information security objectives are established

B. Implementing the actions from internal audits

C. Communicating feedback from interested parties to the organization
D. Producing a risk assessment report

Answer: A

Explanation:

Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:

* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"

* "ensuring the integration of the ISMS requirements into the organization's processes;"

* "ensuring that the resources needed for the ISMS are available;"

Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 32

Which of the following statements about the relationship between ISO/IEC 27001 and ISO/IEC 27002 is true?

* ISO/IEC 27002 provides implementation advice on the controls selected during the ISO/IEC 27001 information security risk
management process

* ISO/IEC 27002 provides a process for information security risk management which implements the requirements of ISO/IEC
27001

A. Only 1 is true
B. Both 1 and 2 are true
C. Neither 1 or 2 is true
D. Only 2 is true

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27001 & 27002:2022 standards:



ISO/IEC 27001 Annex A lists reference controls. ISO/IEC 27002 providesdetailed guidance on the implementation of those
controls, including purpose, guidance, and examples. Clause 6.1.3 of ISO/IEC

27001 makes the link explicit: controls from Annex A are referenced, but ISO/IEC 27002 explains how to implement them.
However, ISO/IEC 27002 doesnotprovide a process for risk management-that is covered by ISO/IEC

27005. Risk management requirements are in ISO/IEC 27001 (Clauses 6.1.2 and 6.1.3).

Therefore, statement 1 is true, but statement 2 is false. Correct answer:A.

NEW QUESTION # 33

It is very convenient for all people to use the ISO-IEC-27001-Foundation study materials from our company. Our study materials
will help a lot of people to solve many problems if they buy our products. The online version of ISO-IEC-27001-Foundation study
materials from our company is not limited to any equipment, which means you can apply our study materials to all electronic
equipment, including the telephone, computer and so on. So the online version of the ISO-IEC-27001-Foundation Study Materials
from our company will be very useful for you to prepare for your exam We believe that our ISO-IEC-27001-Foundation study
materials will be a good choice for you.
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