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CompTIA Cloud+ (CV0-004) Certification Exam Sample Questions (Q38-
Q43):

NEW QUESTION # 38

An administrator needs to provide a backup solution for a cloud infrastructure that enables the resources to run from another data
center in case of a outage. Connectivity to the backup data center is via a third-party, untrusted network. Which of the following is
the most important feature required for this solution?

A. Replication
B. Encryption

C. Compression
D. Deduplication
E. Labeling

Answer: B

Explanation:

‘When backing up data that will traverse a third-party, untrusted network, encryption is the most important feature to ensure the
confidentiality and integrity of the data. Encryption will protect the data from potential interception or tampering during transit to the
backup data center. References: CompTIA Cloud+ Guide to Cloud Computing (ISBN: 978-1-64274-282-2)

NEW QUESTION # 39
A systens admmistrator notices a surge of network traffic is coming from the monitoring server. The admmistrator discovers that
large amounts of data are being downloaded to an external source. While investigating, the administrator reviews the following logs:

Which of the following ports has been compromised?

A. Port 22
B. Port 4443
C. Port 8048
D. Port 20
E. Port 443

Answer: C

Explanation:

Based on the logs provided, the port that has been compromised is Port 8048. The state "TIME WAIT" indicates that this port was
recently used to establish a connection that has now ended. This could be indicative of the recent activity where large amounts of
data were downloaded to an external source, suggesting a potential security breach. References: CompTIA Cloud+ Study Guide
(Exam CV0-004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 40

A developer at a small startup company deployed some code for a new feature to its public repository. A few days later, a data
breach occurred. A security team investigated the incident and found that the database was hacked. Which of the following is the
most likely cause of this breach?

A. Database core dump

B. Unpatched web servers

C. Hard-coded credentials

D. Conmpromised deployment agent

Answer: C

Explanation:

The most likely cause of the data breach is hard-coded credentials being exposed in the public repository. If the developer
accidentally included database usernames and passwords in the code and pushed it to a publicly accessible repository, attackers
could easily find and use them to gain unauthorized access. This is a common security oversight that leads to database compromises.
Attackers often scan public repositories for sensitive information using automated tools, making hard-coded credentials a significant



risk. Best practices include using environment variables, secret management tools (e.g,, AWS Secrets Manager, HashiCorp Vauilt),
and removing credentials from source code before committing,

NEW QUESTION # 41
A cloud engneer hardened the WAF for a company that operates exclusively in North America.
The engineer did not make changes to any ports, and all protected applications have continued to flnction as expected. Which of the

following configuration changes did the engineer most likely apply?

A. The engneer completed an upgrade from TLS version 1.1 to version 1.3.
B. The engneer blocked all traffic originating outside the region.

C. The engineer installed the latest security patches on the WAF.

D. The engineer implemented MFA to access the WAF configurations.

Answer: B

Explanation:

Since the company operates exclusively in North America, restricting traffic from outside the region is an effective WAF hardening
measure to reduce exposure to potential attacks. This helps mitigate threats such as DDoS attacks, automated bot traffic, and
unauthorized access attempts from regions where the company does not serve customers.

NEW QUESTION # 42
An organization's internal security team mandated that public cloud resources must be accessible only by a corporate VPN and not
by direct public internet access. Which of the following would achieve this objective?

A ACL
B. WAF
C.SSH
D. VPC

Answer: D

Explanation:

A Virtual Private Cloud (VPC) allows users to create a secluded section of the public cloud where resources can be launched in a
defined virtual network. This enables an organization to have a section of the cloud that is secured and isolated from the public
internet, thus, access to public cloud resources can be restricted to only a corporate VPN. References: CompTIA Cloud+ Study
Guide (Exam CV0-004) - Chapter on Cloud Security

NEW QUESTION # 43
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