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Fortinet FCSS_NST_SE-7.6 Exam Syllabus Topics:

Topic Details

Topic 1

System troubleshooting: This section of the exam measures the skills of Network Security Support
Engineers and addresses diagnosing and correcting issues within Security Fabric setups, automation
stitches, resource utilization, general connectivity, and different operation modes in FortiGate HA clusters.
Candidates work with built-in tools to effectively find and resolve faults.
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Topic 2
Authentication: This section evaluates the abilities of System Administrators and requires troubleshooting
both local and remote authentication methods, including resolving Fortinet Single Sign-On (FSSO)
problems for secure network access.

Topic 3
Security profiles: This part measures skills of Security Operations Specialists and covers identifying and
resolving problems linked to FortiGuard services, web filtering configurations, and intrusion prevention
systems to maintain protection across network environments.

Topic 4
Routing: This section focuses on Network Engineers and involves tackling issues related to packet routing
using static routes, as well as OSPF and BGP protocols to support enterprise network traffic flow.

Topic 5
VPN: This section is aimed at IT Professionals and includes diagnosing and addressing issues with IPsec
VPNs, specifically IKE version 1 and 2, to secure remote and site-to-site connections within the network
infrastructure.

Fortinet FCSS - Network Security 7.6 Support Engineer Sample Questions
(Q47-Q52):
NEW QUESTION # 47 
Refer to the exhibit, which shows the output of a policy route table entry.

Which type of policy route does the output show?

A. An SD-WAN rule
B. A regular policy route
C. An ISDB route
D. A regular policy route, which is associated with an active static route in the FIB

Answer: C

Explanation:
The exhibit for question 4 shows a policy route table entry, and key fields are as follows:
* internet service(1) : Fortinet-FortiGuard(1245324,0.0.0.0,0.0.0.0)
According to the Fortinet official documentation, when a policy route is based on Internet Service Database (ISDB) entries, the
route entry will specifically mention "internet service," showing the service being referenced (in this example, Fortinet-FortiGuard).
This is fundamentally different from a regular policy route, which is defined by source, destination, and service wildcards without
referencing an ISDB signature. A regular policy route's output would not contain the line "internet service." Policy routes that use
ISDB allow FortiGate to steer traffic for specific well-known services (like FortiGuard, Google, Microsoft) based on traffic pattern
recognition, even if the destination IP is dynamic. The matching and route selection follow the ISDB tag and can coexist with static or
regular policy routes.
Thus, this entry is correctly and uniquely an ISDB route, as explained in the FortiOS policy routing documentation and ISDB
configuration references.
References:
FortiOS Administration Guide: Policy Routing, ISDB integration and interpretation of route table entries ISDB-based Routing and
Official CLI Outputs in Fortinet's documentation

NEW QUESTION # 48 
Which two statements are true regarding heartbeat messages sent from an FSSO collector agent to FortiGate?
(Choose two.)

A. The heartbeat messages must be manually enabled on FortiGate.
B. The heartbeat messages can be seen in the collector agent logs.
C. The heartbeat messages can be seen using the command diagnose debug authd fsso list.
D. The heartbeat messages can be seen on FortiGate using the real-lime FSSO debug.



Answer: B,D

Explanation:
According to the official Fortinet documentation (Technical Tip: Useful FSSO Commands), heartbeat messages play a crucial role in
communication between the FSSO Collector Agent and FortiGate. These messages are regularly sent from the Collector Agent to
verify its status, maintain session awareness, and confirm connectivity between the authentication infrastructure and FortiGate
appliances.
Option B is confirmed by Fortinet, as the collector agent logs on Windows or its management console will specifically note heartbeat
events, connection status, and any issues maintaining contact with FortiGate units.
Option C is validated by both official CLI documentation and the technical tip linked. On FortiGate, heartbeat messages from the
collector agent are visible using real-time debug tools such as diagnose debug application authd or FSSO-specific commands. These
enable administrators to monitor live logon states, session status, and connection health directly from the FortiGate CLI. The debug
stream shows heartbeats received and their effect on active logons, associating health monitoring with active sessions.
Heartbeat operation is fully automated once FSSO is set up-there is no requirement for manual enablement or configuration, aligning
with Fortinet's philosophy of seamless integration and centralized management across the Security Fabric. This ensures that both
FortiGate and the collector agent can quickly and reliably detect any miscommunication or outage, addressing authentication issues
proactively.
References:
Technical Tip: Useful FSSO Commands (Fortinet Community)
FortiOS Administration Guide: FSSO, Collector Agent, Heartbeat, CLI Debug

NEW QUESTION # 49 
Refer to the exhibit, which shows a session entry.

Which statement about this session is true?

A. It is an ICMP session from 10.1.10.10 to 10.200.1.1.
B. It is an ICMP session from 10.1.10.1 to 10.200.5.1.
C. Return traffic to the initiator is sent lo 10.200.1.254.
D. Return traffic to the initiator is sent to 10.1.0.1.

Answer: B

NEW QUESTION # 50 
Refer to the exhibit, which shows the output of get router info bgp summary.

Which two statements are true? (Choose two.)



A. The local FortiGate has received 18 packets from a BGP neighbor.
B. The TCP connection with BGP neighbor 100.64.2.254 was successful.
C. The local FortiGate is still calculating the prefixes received from BGP neighbor 100.64.2.264
D. The local ForliGate has received one prefix from BGP neighbor 100.64.1.254.

Answer: A,D

Explanation:
The get router info bgp summary output lists BGP neighbor status:
Prefix Reception: The "State/PfxRcd" column shows the number of prefixes received from the neighbor- neighbor 100.64.1.254 has
"1", confirming option A.
Received Message Count: Under "MsgRcvd", 18 packets have been received from neighbor 100.64.1.254.
This matches option C.
The second neighbor 100.64.2.254 is in "Active" state and has received/sent 0 packets, indicating that its TCP connection is NOT
established, disproving option B.
There is no indication anywhere that the router is "still calculating" prefixes; "Active" just means no session is established, so option D
is incorrect.
References:
FortiOS BGP Command Reference: BGP Neighbor States, PfxRcd, and Counters

NEW QUESTION # 51 
Which two statements about an auxiliary session ate true? (Choose two.)

A. With the auxiliary session setting disabled, for each traffic path. FortiGate uses the same auxiliary session.
B. With the auxiliary session setting enabled. Iwo sessions are created in case of routing change.
C. With the auxiliary session selling disabled, only auxiliary sessions are offloaded.
D. With the auxiliary session setting enabled. ECMP traffic is accelerated to the NP6 processor.

Answer: B,D

Explanation:
Auxiliary sessions in Fortinet are designed to support ECMP (Equal Cost Multi-Path) and SD-WAN scenarios, allowing sessions to
be handled efficiently when traffic needs to be dynamically distributed across multiple links. With the auxiliary session setting enabled,
FortiGate creates additional session table entries for each possible path in ECMP or SD-WAN-meaning that if the routing path
changes (such as a link failover), a new session can be immediately activated and offloaded to the NP6 network processor for
acceleration, ensuring minimal disruption. This greatly benefits high-throughput deployments.
Official documentation specifies that when auxiliary sessions are enabled, FortiGate doesn't just rely on dynamically creating new
sessions after a routing event, it proactively creates sessions for all potential paths.
This means that in the event of a route change, two sessions exist and the traffic is quickly re-routed and offloaded, maximizing
performance and reliability. Without this feature, multiple paths cannot be efficiently offloaded, and routing changes trigger a single
session update, reducing failover performance.
References:
FortiOS Handbook: Session Table, ECMP, SD-WAN, and Auxiliary Sessions
FortiGate NP6 Acceleration Guide: Auxiliary Session Behavior

NEW QUESTION # 52
......
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