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CrowdStrike Certified Identity Specialist(CCIS) Exam 38 € IDP & Bk [ &8
(Q35-Q40):

HM #35
The configuration of the Azure AD (Entra ID) Identity-as-a-Service connector requires which three pieces of information?

e A. Tenant Domain, Application ID, Application Secret
e B. Tenant Domamn, Client Secret, User Identifier

¢ C. Tenant Domain, Token, Configuration File

¢ D. Tenant Domain, Application ID, Scope

Ef: A

A -

To mtegrate Falcon Identity Protection withAzire AD (Entra ID)as an Identity-as-a-Service (IDaaS) provider, specific application-
level credentials are required. According to the CCIS curriculum, the connector configuration requires Tenant Domain, Application
(Client) ID, and Application Secret.

These values are generated when registering an application in Azuire AD and are used to authenticate Falcon Identity Protection
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securely via OAuth-based API access. This method ensures least-privilege access and allows the connector to ingest cloud
authentication activity and apply SSO-related policy enforcement.
Other options list incomplete or incorrect credential combinations. Therefore,Option Dis the correct and verified answer.

H #36
Which of the following IDaaS connectors will allow Identity to ingest cloud activity along with applying SSO Policy?

e A Azure NPS
e B. Okta SSO
e C. ADFS
e D.SAML

Ef#: B

A -

Falcon Identity Protection integrates withldentity-as-a-Service (IDaaS)providers to ingest cloud authentication activity and enforce
identity-based policies. According to the CCIS curriculum Okta SSOis a supported IDaaS connector that enables Falcon to
ingestcloud authentication eventswhile also applying Single Sign-On (SSO) policies.

Okta SSO provides rich identity telemetry, including login attempts, device context, and authentication outcormes. This data allows
Falcon Identity Protection to correlate on-premises and cloud-based identity activity, extending identity risk analysis beyond Active
Directory.

The other options are incorrect:

* ADFSis an on-premises federation service, not a cloud [DaaS.

* Azure NPSis used for RADIUS-based MFA, not SSO ingestion.

* SAMLs a protocol, not an IDaaS connector.

Because Okta SSO provides both cloud activity ingestion and SSO enforcement,Option Bis the correct and verified answer.

B #37
For false positives, the Detection details can be set to new"Actions"using;

A. remediations

B. exits

C. exceptions

D. recommendations

EfE: C

fiR .-

When an identity-based detection is determined to be afalse positive, Falcon Identity Protection allows administrators to take
corrective action usingexceptions. According to the CCIS curriculum, exceptions are the mechanism by which detections can be
suppressed for specific entities or conditions without disabling the detection entirely.

Exceptions are configured from theDetection detailsview and are intended to handle known, acceptable behavior that would
otherwise continue to trigger detections. This allows security teans to reduce noise while maintaining visibility into true threats.
Exceptions are especially valuable in environments with complex authentication patterns or legacy configurations.

The other options are incorrect:

* Exitsare not a detection control mechanism

* Remediationsrefer to corrective actions, not suppression logic.

* Recommendationsprovide guidance but do not change detection behavior.

By usingexceptions, Falcon ensures that false positives are handled in a controlled and auditable way, aligning with best practices
outlined in the CCIS material. Therefore,Option Cis the correct answer.

H #38
Which of the following isNOTa default insight but can be created with a custom insight?

e A. GPO Exposed Password
¢ B. Compromised Password
e (. Using Unmanaged Endpoints



¢ D. Poorly Protected Accounts with SPN
EE: D

R -

In Falcon Identity Protection,default insightsare prebuilt analytical views provided by CrowdStrike to immediately highlight common
and high-impact identity risks across the environment. These default insights are automatically available in theRisk
AnalysisandInsightsareas and are designed to surface well-known identity exposure patterns without requiring customization.
Exanples ofdefault insightsincludeUsing Unmanaged Endpoints,GPO Exposed Password, and Compromised Password. These
insights are natively provided because they represent frequent and high-risk identity attack vectors such as credential exposure,
unmanaged authentication sources, and password compromise, all of which directly contribute to elevated identity risk scores.
Poorly Protected Accounts with SPN (Service Principal Name), however, isnot provided as a default insight. While Falcon Identity
Protection does collect and analyze SPN-related risk signals-such as Kerberoasting exposure and weak service account
protections-this specific grouping must be created by administrators usingcustom insight filters. Custom insights allow teans to define
precise conditions, combine attributes (privilege level, SPN presence, password age, MFA status), and tailor risk visibility to their
organization's threat model.

This distinction is emphasized in the CCIS curriculum, which explains thatcustom insights extend beyond default coverage, enabling
deeper, organization-specific identity risk analysis. Therefore,Option Dis the correct answer.

HM #39
Within which Identity Protection menu would an administrator enableAuthentication Traffic Inspection (ATD)for a domain?

A. Enforce > Policy Rules

B. Enforce > Policy Settings

C. Configure > Settings

D. Configure > Identity Configuration Policies

Ef#: D

R :

Authentication Traffic Inspection (ATI) is enabled throughldentity Configuration Policies, which define how the Falcon sensor
captures and inspects identity-related network traffic. According to the CCIS documentation, ATI configuration is performed
underConfigure > Identity Configuration Policies.

These policies allow administrators to specify which authentication protocols are nspected, which domain controllers are covered,
and how identity telemetry is collected. This configuration step is mandatory to enable identity visibility and detection capabilities.
The Enforce menu is used for policy rules and automated actions, not traffic inspection. General settings do not control sensor
nspection behavior. Because ATI directly affects sensor data capture, it is managed exclusively through Identity Configuration
Policies.

Therefore,Option Dis the correct and verified answer.
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