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CompTIA SY0-701 Exam Syllabus Topics:

Topic Details

e Threats, Vulnerabilities, and Mitigations: In this topic, you'll find discussions comparing threat actors and

motivations, explaining common threat vectors and attack surfaces, and outlining different types of
Topic 1 vulnerabilities. Moreover, the topic focuses on analyzing indicators of malicious activity in scenarios and
exploring mitigation techniques used to secure enterprises against threats.

o Security Operations: This topic delves nto applying common security techniques to computing resources,
addressing security implications of proper hardware, software, and data asset management, managing
vulnerabilities effectively, and explaining security alerting and monitoring concepts. It also discusses
enhancing enterprise capabilities for security, implementing identity and access management, and utilizing
automation and orchestration for secure operations.
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¢ Security Program Management and Oversight: Finally, this topic discusses elements of effective security

governance, the risk management process, third-party risk assessment, and management processes.
Topic 3 Additionally, the topic focuses on security compliance requirements, types and purposes of audits and
assessments, and implementing security awareness practices in various scenarios.

¢ General Security Concepts: This topic covers various types of security controls, findamental security
concepts, the importance of change management processes in security, and the significance of using

Topic 4
opL suitable cryptographic solutions.

o Security Architecture: Here, you'll learn about security implications across different architecture models,

applying security principles to secure enterprise infrastructure in scenarios, and comparing data protection
Topic 5 concepts and strategies. The topic also delves into the importance of resilience and recovery in security
architecture.

CompTIA Security+ Certification Exam Sample Questions (Q811-Q816):

NEW QUESTION # 811
A security team is setting up a new environment for hosting the organization's on-premises software application as a cloud-based
service. Which of the following should the team ensure is in place in order for the organization to follow security best practices?

A. Visualization and isolation of resources
B. Network segmentation

C. Data encryption

D. Strong authentication policies

Answer: A

Explanation:

‘When hosting an on-premises software application in a cloud-based service, ensuring visualization and isolation of resources is
crucial for maintaining security best practices. This involves using virtualization techniques to create isolated environments (e.g.,
virtual machines or containers) for different applications and services, reducing the risk of cross-tenant attacks or resource leakage.
* Network segmentation is important but pertains more to securing network traffic rather than isolating computing resources.

* Data encryption is also essential but doesn't specifically address resource isolation in a cloud environment.

* Strong authentication policies are critical for access control but do not address the need for isolating resources within the cloud
environment.

NEW QUESTION # 812

A systerms administrator discovers a system that is no longer receiving support from the vendor. However, this system and its
environment are critical to running the business, cannot be modified, and must stay online. Which of the following risk treatments is
the most appropriate in this situation?

A. Refect
B. Avoid
C. Transfer
D. Accept

Answer: C

NEW QUESTION # 813

A systens admmnistrator is configuring a site-to-site VPN between two branch offices. Some of the settings have already been
configured correctly. The systems administrator has been provided the following requirements as part of completing the
configuration:

* Most secure algorithms should be selected

* All traffic should be encrypted over the VPN

* A secret password will be used to authenticate the two VPN concentrators
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Explanation:

See the Explanation part for all the Solution.

Explanation:

To configure the site-to-site VPN between the two branch offices according to the provided requirements, here are the detailed
steps and settings that need to be applied to the VPN concentrators:
Requirements:

* Most secure algorithims should be selected.

* All traffic should be encrypted over the VPN.

* A secret password will be used to authenticate the two VPN concentrators.
VPN Concentrator 1 Configuration:

Phase 1:

* Peer IP address: 5.5.5.10 (The IP address of VPN Concentrator 2)
* Auth method: PSK (Pre-Shared Key)

* Negotiation mode: MAIN

* Encryption algorithm: AES256

* Hash algorithm: SHA256

* DH key group: 14

Phase 2:

* Mode: Tunnel

* Protocol: ESP (Encapsulating Security Payload)

* Encryption algorithm: AES256

* Hash algorithm: SHA256

* Local network/mask: 192.168.1.0/24

* Remote network/mask: 192.168.2.0/24

VPN Concentrator 2 Configuration:

Phase 1:

* Peer IP address: 5.5.5.5 (The IP address of VPN Concentrator 1)
* Auth method: PSK (Pre-Shared Key)

* Negotiation mode: MAIN

* Encryption algorithm: AES256

* Hash algorithm: SHA256

* DH key group: 14



Phase 2:

* Mode: Tunnel

* Protocol: ESP (Encapsulating Security Payload)

* Encryption algorithm: AES256

* Hash algorithm: SHA256

* Local network/mask: 192.168.2.0/24

* Remote network/mask: 192.168.1.0/24

Summary:

* Peer IP Address: Set to the IP address of the remote VPN concentrator.

* Auth Method: PSK for using a pre-shared key.

* Negotiation Mode: MAIN for the initial setup.

* Encryption Algorithm: AES256, which is a strong and secure algorithm.

* Hash Algorithm: SHA256, which provides strong hashing,

* DH Key Group: 14 for strong Diffie- Hellman key exchange.

* Phase 2 Protocol: ESP for encryption and integrity.

* Local and Remote Networks: Properly configure the local and remote network addresses to match each branch office subnet.
By configuring these settings on both VPN concentrators, the site-to-site VPN will meet the requirements for strong security
algorithims, encryption of all traffic, and authentication using a pre-shared key.

NEW QUESTION # 814

A penetration tester finds an unused Ethernet port during an on-site penetration test. Upon plugging a device into the unused port,
the penetration tester notices that the machine is assigned an IP address, allowing the tester to enumerate the local network. Which
of the following should an administrator implement in order to prevent this situation from happening in the future?

A. Transport Layer Security
B. Port security

C. Proxy server

D. Security zones

Answer: B

NEW QUESTION # 815
A forensic engineer determines that the root cause of'a compromise is a SQL injection attack.
Which of'the following should the engineer review to identify the command used by the threat actor?

A. Metadata

B. System log

C. Netflow log

D. Application log

Answer: D

Explanation:
To identify the exact command or input used during a SQL mjection attack, the application log is the most relevant. It records inputs,
errors, and processing activities within the application layer.

NEW QUESTION # 816
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