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EE #30
Task: Simulate a port scan and verify IPS logs.

e

Y.

See the Explanation. Explanation:

1- Froma test machine, run: nmap .

2- On SmartConsole, go to Logs & Monitor.

3- Filter logs for blade:'"TPS" and source IP of test machine.
4- Confirm log action is "Prevented" or "Detected."”

5- Open the log to analyze the protection triggered.

HEE #31
Task: Tag custom protections for better search and grouping,

He-

3.

See the Explanation. Explanation:

1- Go to IPS Protections > Create New or Edit existing one.
2- Add tags like "custom', "nternal”, or "web-servers".

3- Save and update the profile with these protections.

4- Use tag filters to easily manage them later.

5- Export protections by tag if needed.

EE #32
Task: Identify Threat Prevention logs in SmartConsole.

He:

ME:

See the Explanation. Explanation:

1- Open SmartConsole > Logs & Monitor.
2- Set a filter: blade:"IPS" or blade:"Anti-Bot".
3- Review recent events with timestamps.

4- Double-click logs for detailed packet info.
5- Verify policy name and action taken.

A2 #33
Task: Configure a policy to log only "Detect” events for Anti-Bot scanning on internal users.

e

Y.

See the Explanation. Explanation:

1- Go to Threat Prevention > Policy.

2- Add a rule: Source = Internal Networks, Dest = Internet.
3- Assign a profile where Anti-Bot action is set to "Detect."”
4- Track = Log, Action= Accept.

5- Publish and mstall the policy.

EE #34
Task: Enable Threat Prevention debug mode for troubleshooting,



-

Y.

See the Explanation. Explanation:

1- SSH into the Gateway.

2- Run: tecli debug on or pdp debug on.
3- Reproduce the issue.

4- View logs in SFWDIR/log/.

5- Disable debug mode: tecli debug off.
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