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EMEA-Advanced-Support practice questions are based on recently released EMEA- Advanced-Support exam objectives.

Fortinet EMEA Advanced Support Exam Sample Questions (Q37-Q42):

NEW QUESTION # 37
Which of these BGP paths will be the preferred one ?

A. Prefer the path with the shortest AS Path

B. Prefer External path (learned via EBGP) over Internal path (IBGP)
C. Prefer the path with the lowest Multi- Exit Discrimnator (MED)

D. Prefer the path with the highest Local Preference value

Answer: D

Explanation:

BGP path selection follows a specific order of attributes to determine the best path. The process prefers the path with the highest
local preference first, as it is one of the earliest steps in the decision process. Local preference is used within an AS to influence
outbound traffic. Only if local preferences are equal does it move to the next criteria, such as shortest AS path. The AS path length is
considered after local preference, MED after that, and eBGP over iBGP even later. Therefore, among the options, the highest local
preference (D) is the most preferred criterion. The original document's answer B is incorrect based on standard BGP selection rules
implemented in Fortinet. Exact extract: This article describes the BGP route selection process. Scope FortiGate. Solution Consider
only routes with no AS loops and a valid next hop. BGP makes routing decisions based on path, network policies and rulesets ...
select the route with the lowest router ID as the best path. Network. Type. To achieve this, multiple route selection techniques can
be used. Some are protocol- agnostic (for example, weight) and others are protocol-specific (for example ...).

NEW QUESTION # 38
Which FortiGate feature allows inspection of encrypted SSL/TLS traffic?

A. Deep Packet Inspection
B. SSL Inspection

C. Web Filtering

D. Application Control

Answer: B

Explanation:

FortiGate's SSL Inspection feature decrypts and inspects SSI/TLS traffic to detect threats or enforce policies, using techniques like
full SSL inspection or certificate inspection. Deep Packet Inspection (A) is a broader term, Application Control (C) identifies apps,
and Web Filtering (D) blocks URLs, not specific to SSL. Exact extract: "SSL Inspection allows FortiGate to decrypt and inspect
SSI/TLS traffic to detect hidden threats or enforce security policies, supporting full or certificate-based inspection."

NEW QUESTION # 39
‘Which FortiGate feature mitigates DDoS attacks by limiting the rate of incoming connections?

A. TIPS Signature

B. Web Filtering

C. Application Control
D. DoS Policy

Answer: D

Explanation:

FortiGate's DoS (Denial of Service) Policy limits the rate of incoming connections or packets to mitigate DDoS attacks, such as
SYN floods, by setting thresholds for specific traffic types. IPS Signatures (B) detect specific attack patterns, Application Control
(C) manages app usage, and Web Filtering (D) blocks URLs, none of which focus on rate limiting. Exact extract: "DoS policies
protect against DDoS attacks by limiting the rate of ncoming connections or packets, such as SYN floods, based on configured
thresholds."



NEW QUESTION # 40
In a FortiGate high availability (HA) cluster, what happens if the primary unit fails?

A. The cluster switches to active-passive mode

B. A secondary unit takes over as the primary unit
C. The cluster is disabled, and traffic stops

D. Traffic is rerouted through an external gateway

Answer: B

Explanation:

In a FortiGate HA cluster (active-active or active-passive), if the primary unit fails, a secondary unit automatically takes over as the
primary, ensuring continuity of traffic with minimal disruption. Option A is incorrect as traffic continues, C is incorrect as the mode
doesn't change post-failure, and D is unrelated. Exact extract: "In a FortiGate HA cluster, if the primary unit fails, a secondary unit is
elected as the new primary, taking over all roles to maintain traffic flow and session continuity."

NEW QUESTION # 41
How does a stateful firewall control a TCP session?

A. TCP destination ports are used to control the session

B. TCP sequence numbers and TCP flags are used to control the session
C. TCP source ports are used to control the session

D. TCP ack numbers are used to control the session

Answer: B

Explanation:

A stateful firewall, like FortiGate, tracks TCP sessions by maintaining a state table that includes TCP sequence numbers and flags
(e.g, SYN, ACK, FIN) to monitor the connection's lifecycle (establishment, data transfer, termination). This ensures proper session
handling, detecting out-of-order packets or invalid states.

Source and destination ports identify the session but don't control its state, and ACK numbers alone are insufficient. Exact extract:
"Stateful inspection tracks TCP sessions using sequence numbers and TCP flags (SYN, ACK, FIN, etc.) to ensure packets are
valid and part of an established session... FortiGate maintains a state table to monitor the TCP connection states."

NEW QUESTION # 42

The experts and professors of our company have designed the three different versions of the EMEA- Advanced-Support study
materials, including the PDF version, the online version and the software version. Now we are going to introduce the online version
for you. There are a lot of advantages about the online version of the EMEA- Advanced-Support Study Materials from our
company. For instance, the online version can support any electronic equipment and it is not limited to all electronic equipment.
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