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H #132
When a host is placed in Network Containment, which of the following is TRUE?

¢ A The host machine is unable to send or receive network traffic except to/from the Falcon Cloud and any resources
allowlisted in the Containment Policy

¢ B. The host machine is unable to send or receive any network traffic

e C. The host machine is unable to send or receive network traffic outside of the local network

¢ D. The host machine is unable to send or receive network traffic except to/from the Falcon Cloud and traffic allowed in the
Firewall Policy

Ef: A

AR -

When a host is placed in Network Containment, the host machine is unable to send or receive network traffic except to/from the
Falcon Cloud and any resources allowlisted in the Containment Policy. This allows users to isolate a host from the network, while
still allowing it to commumicate with the Falcon Cloud and other essential services. The other options are either incorrect or not true
of Network Containment.
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B #133

How would you reset an API secret?

A. Create a support ticket requesting a reset

B. Via the three-dot menu on the API client

C. Via General Settings

D. A new API client is required as you are unable to reset a secret

IEf#: B

H #134

You are deploying the Falcon sensor to a total of 500 hosts. Hosts in an Organizational Unit (OU) will need a specific exclusion that
was previously identified. This OU is expected to add members over the next quarter.

What is the best way to create a host group for this OU?

A. Create a dynamic group with an assignment rule that filters for the OU
B. Create a dynamic group with an assignment rule that excludes the OU
C. Create a static group with from list of host names in the OU

D. Create a static group with from list of all 500 host names.

Ef: A

M #135
Where can you find hosts that have been offline for ten minutes or longer?

A. Host Groups

B. Sensor Report

C. Sensor Coverage Dashboard
D. Host Management

Ef#: C

R #136
You want to add an additional layer of security to high-risk RTR commands for your environment.
Where would you configure MFA for RTR within the UI?

A. Host group

B. General settings

C. Response policies
D. Containment policy

EfE: C
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