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- First, you create or use an existing key tn a supported external key management partner system.
This key has a unique URI or key path

- Next, you grant your Google Cloud project access to use the key, i the external key management
partner system.

- In your Goofle Clowd project, you craate a Cloud EEM Koy, using the URL or Key path for the
eternally-managed key,
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EE #287

Your Google Cloud organization allows for administrative capabilities to be distributed to each team through provision of a Google
Cloud project with Owner role (roles/owner). The organization contains thousands of Google Cloud projects. Security Command
Center Premium has surfaced multiple OPEN_MYSQL PORT findings. You are enforcing the guardrails and need to prevent these
types of common misconfigurations.

‘What should you do?

¢ A Create a Google Cloud Armor security policy to deny traffic from 0.0.0.0/0.

¢ B. Create a firewall rule for each virtual private cloud (VPC) to deny traffic from 0.0.0.0/0 with priority

0.

C. Create a hierarchical firewall policy configured at the organization to deny all connections from

0.0.0.0/0.

D. Create a hierarchical firewall policy configured at the organization to allow connections only from internal [P ranges.

HE: D

3.
https://cloud.google.conysecurity-command-center/docs/how-to-remediate-security-health- analytics-findings ?hi=pt-
br#fopen_mysql _port

EE #288

The security operations team needs access to the security-related logs for all projects in their organization.
They have the following requirements:

Follow the least privilege model by having only view access to logs.

Have access to Admin Activity logs.

Have access to Data Access logs.

Have access to Access Transparency logs.

Which Identity and Access Management (IAM) role should the security operations team be granted?

A. roles/logging privateLogViewer
B. roles/logging. admin

C. roles/logging. viewer

D. roles/viewer

HE. A

dE:
https/cloud.google.convlogging/docs/access-controffconsiderations roles/logging privateLogViewer (Private Logs Viewer) includes
all the permissions contained by roles/logging viewer, plus the ability to read Data Access audit logs inthe Default bucket.

EE #289

Your company nust follow industry specific regulations. Therefore, you need to enforce customer-managed encryption keys
(CMEK) for all new Cloud Storage resources in the organization called orgl.

‘What command should you execute?

e A * organization policy:constraints/gcp.restrictStorageNonCraekServices* binding at: orgl* policy type:
allow* policy value: all supported services

e B. * organization policy: constraints/gep.restrictHonCmekServices* binding at: orgl* policy type: deny* policy value:
storage.googleapis.com

e C. * organization policy: constramts/gep.restrictNonCmekServices™* binding at: orgl* policy type: allow™ policy value:


https://www.itdumpskr.com/Professional-Cloud-Security-Engineer-exam.html

storage.googleapis.com
¢ D. * organization policy: constraints/gcp.restrictStorageNonCraekServices* binding at: orgl* policy type:
deny* policy value: storage.gcogleapis.com

He: C
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* Requirement:

* Enforce the use of Customer-Managed Encryption Keys (CMEK) for all new Cloud Storage resources in the organization.
* Policy Constraint:

* Use the constraints/gep.restrictNonCmekServices constraint to enforce CMEK usage.

* Policy Type and Value:

* Set the policy type to allow to specify which services must use CMEK.

* In this case, the policy value should be storage.googleapis.com to target Cloud Storage.

* Command:

* Applying the organization policy with the appropriate binding ensures that all new Cloud Storage resources under the organization
will require CMEK.

* Steps:

* Step 1: Go to the Google Cloud Console.

* Step 2: Navigate to the Organization Policies page.

* Step 3: Apply the policy constraint constraints/gep.restrictNonCmekServices with the allow policy type and
storage.googleapis.com as the policy value.

References:

Organization Policy Constraints

Customer-Managed Encryption Keys (CMEK)

AE #290

Last week, a company deployed a new App Engine application that writes logs to BigQuery. No other workloads are running in the
project. You need to validate that all data written to BigQuery was done using the App Engine Default Service Account.

‘What should you do?

e A. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2.Click on the email address in line with the App Engine Default Service Account in the authentication field.
3.Click Show Matching Entries.
4 Make sure the resulting list is empty.
¢ B. 1. Go to the IAM section on the project.
2. Validate that the App Engine Default Service Account is the only account that has a role that can write to BigQuery.
e C. 1. Use StackDriver Logging and filter on BigQuery Insert Jobs.
2.Click on the email address in line with the App Engine Default Service Account in the authentication field.
3.Click Hide Matching Entries.
4 Make sure the resulting list is empty.
e D. 1. In BigQuery, select the related dataset.
2. Make sure the App Engine Default Service Account is the only account that can write to the dataset.

He. C

AE #291
You want to set up a secure, internal network within Google Cloud for database servers. The servers must not have any direct
communication with the public internet. What should you do?

e A Assigna private [P address to each database server. Use a NAT gateway to provide internet connectivity to the database
servers.

B. Create a VPC with a private subnet. Assign a private IP address to each database server.

e (. Assign a static public IP address to each database server. Use firewall rules to restrict external access.

D. Assign both a private [P address and a public IP address to each database server.

HE:. B
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To ensure servers do not have any direct communication with the public internet, they must be configured without a public IP
address.

VPC and Private Subnet: A Virtual Private Cloud (VPC) network provides the isolated, internal network structure. A subnet is the
logical partition within the VPC.

Private IP Address: Assigning only a private IP address to the database servers ensures they can only commumicate internally within
the VPC (or connected on-premises networks) and cannot directly connect to or be connected from the public internet.

Extracts:

"Resources ina VPC network can be assigned two types of [P addresses: internal (private) and external (public). Ifa VM is not
assigned an external [P address, it can only communicate internally with other resources in the VPC network..." (Source 6.1) Option
A and C mnvolve assigning a public IP address, which violates the "no direct commumication with the public internet” rule. Option D
uses NAT to provide outbound internet connectivity, which also violates the requirement.
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