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Explanation:

According to ISO/IEC 27001:2022, which specifies the requirements for establishing, implementing, maintaining and continually
improving an information security management system (ISMS), control A.5.29 requires an organization to establish and maintain a
business continuity management process to ensure the continued availability of information and information systemns at the required
level following disruptive incidents1. The organization should identify and prioritize critical information assets and processes, assess
the risks and impacts of disruptive incidents, develop and implement business continuity plans (BCPs), test and review the BCPs,
and ensure that relevant parties are aware of their roles and responsibilities1. Therefore, when verifying the information security of
the business continuity management process, an ISMS auditor should verify that these aspects are met in accordance with the audit
criteria.

Three options that will be in the audit trail for verifying control A.5.29 are:

Collect more evidence on how the organisation manages information security on mobile devices and during teleworking (Relevant to
control A.6.7): This option is relevant because it can provide evidence of how the organization has implemented appropriate controls
to protect the confidentiality, integrity and availability of information and information systerms when staff work from home using
mobile devices, such as laptops, tablets or smartphones. This is related to control A.6.7, which requires an organization to establish
a policy and procedures for teleworking and use of mobile devicesl.

Collect more evidence on how and when the Business Continuity Plan has been tested (Relevant to control A.5.29): This option is
relevant because it can provide evidence of how the organization has tested and reviewed the BCPs to ensure their effectiveness and
suitability for different scenarios, such as a pandemic. This is related to control A.5.29, which requires an organization to test and
review the BCPs at planned itervals or when significant changes occurl.

Collect more evidence on how the organisation makes sure only staff with a negative test result can enter the organisation (Relevant
to control A.7.2): This option is relevant because it can provide evidence of how the organization has implemented appropriate
controls to prevent or reduce the risk of mfection or transmission of diseases among staff or residents, such as requiring regular staff
self-testing and using a health status app. This is related to control A.7.2, which requires an organization to ensure that all employees
and contractors are aware of mformation security threats and concerns, their responsibilities and liabilities, and are equipped to
support organizational policies and procedures in this respectl.

The other options are not relevant to verifying control A.5.29, as they are not related to the control or its requirements. For exanple:
Collect more evidence by interviewing more staff about their feeling about working from home (Relevant to clause 4.2): This option
is not relevant because it does not provide evidence of how the organization has established and maintained a business continuity
management process or ensured the continued availability of information and information systems following disruptive incidents. It
may be related to clause 4.2, which requires an organization to understand the needs and expectations of interested parties, but not
specifically to control A.5.29.

Collect more evidence on what resources the organisation provides to support the staff working from home (Relevant to clause 7.1):
This option is not relevant because it does not provide evidence of how the organization has established and mantained a business
continuity management process or ensured the continued availability of information and information systems following disruptive
incidents. It may be related to clause 7.1, which requires an organization to determine and provide the resources needed for its
ISMS, but not specifically to control A.5.29.

Collect more evidence on how the organisation performs a business risk assessment to evaluate how fast the existing residents can
be discharged from the nursing home (Relevant to clause 6): This option is not relevant because it does not provide evidence of how
the organization has established and maintained a business continuity management process or ensured the continued availability of
information and information systers following disruptive incidents. It may be related to clause 6, which requires an organization to
plan actions to address risks and opportunities for its ISMS, but not specifically to control A.5.29.
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Answer: A

Explanation:

In the Act phase of the PDCA cycle, the process is reviewed and evaluated based on the results from the Check phase. The actions
taken in this phase aim to continually improve the process performance by addressing the root causes of problems, implementing
corrective and preventive actions, and updating the process documentationl. References: ISO/IEC 27001:2022 Lead Auditor
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Answer: A

Explanation:

This is the definition of an interested party according to ISO 27001:2013, clause 3.16. An interested party is essentially a
stakeholder, i.e., a person or organization that can influence or be influenced by the information security management system (ISMS)
or its activities. Interested parties can have different needs and expectations regarding the ISMS, and these should be identified and
addressed by the organization.

References:

* ISO/IEC 27001:2013, Information technology - Security techniques - Information security management systemns - Requirements,
clause 3.16

* PECB Candidate Handbook ISO 27001 Lead Auditor, page 10

* Identifying interested parties and their expectations for an ISO 27001 ISMS

* Examples of ISO 27001 mterested parties
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Answer: C

Explanation:

Yes, it is acceptable for the work documents of the audit team leader to be reviewed by another auditor after reaching audit
conclusions. This is part of the quality control and assurance processes within the audit to ensure the accuracy and reliability of the
audit conclusions.

References: ISO 19011:2018, Guidelines for auditing management systems
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Answer: B
Explanation:

The audit procedure used here is "analysis." The audit team analyzed server logs to verify if they can be edited or deleted, focusing
on evaluating the logs' properties and the controls over their manipulation to ensure they comply with ISO/IEC 27001 requirements.

NEW QUESTION # 137
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