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NEW QUESTION # 27 
Which statement about the conduct of audits is true?

A. One of the focus areas for a surveillance audit is the output from internal audits and management reviews
B. During Stage 1 of a certification audit, evidence is collected by observing activities
C. The certificate issued after a successful re-certification audit in typical schemes lasts for one year
D. Third party audits are conducted by a customer of the organization

Answer: A

Explanation:
Clause 9.2 (Internal Audit) and Clause 9.3 (Management Review) highlight that audit outputs and management reviews are key
inputs for evaluating ISMS performance. Surveillance audits, conducted by Certification Bodies, check ongoing compliance and
effectiveness. ISO certification schemes (per ISO/IEC
17021) require surveillance audits to verify whether corrective actions and continuous improvements are being made. A critical focus
area is theresults of internal audits and management reviews, ensuring that the organization maintains its ISMS between certification
cycles.
Option A is incorrect - third-party audits are performed by independent Certification Bodies, not customers.
Option B is incorrect - certificates are typically valid forthree yearswith annual surveillance. Option D is incorrect - Stage 1 is
primarily adocumentation and readiness review, not evidence observation.
Therefore, the verified correct answer isC.

NEW QUESTION # 28 
Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Implementing the actions from internal audits
B. Ensuring information security objectives are established
C. Communicating feedback from interested parties to the organization
D. Producing a risk assessment report

Answer: B

Explanation:
Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:
* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"
* "ensuring the integration of the ISMS requirements into the organization's processes;"
* "ensuring that the resources needed for the ISMS are available;"
Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 29 
What is the name of the control clause used to control information security breaches within Annex A of ISO
/IEC 27001?

A. Reporting information security incidents
B. Information security event management
C. Information security event reporting
D. Response to information security events

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A in ISO/IEC 27001 refers directly to ISO/IEC 27002 for control guidance. In ISO/IEC 27002:2022, Clause 6.8 is titled:
"Information security event reporting - Information security events should be reported through appropriate management channels as



quickly as possible." This control ensures breaches, incidents, or suspected issues are reported for action. The other options (B, C,
D) are not the exact titles in Annex A. The official title isInformation security event reporting, confirming

NEW QUESTION # 30 
Identify the missing word(s) in the following sentence.
When planning the ISMS, the organization is specifically required to plan actions to address risks and opportunities and how to [ ? ]
these actions.

A. evaluate the effectiveness of
B. communicate
C. apply competent resources to
D. improve the effectiveness of

Answer: A

Explanation:
Clause 6.1.1 (Planning) states:
"The organization shall plan:
d) actions to address these risks and opportunities; and
e) how to:
* integrate and implement the actions into its ISMS processes; and
* evaluate the effectiveness of these actions."
This confirms the missing words are"evaluate the effectiveness of". Communication (A), applying resources (B), and improving
effectiveness (C) are important concepts elsewhere but not the direct requirement stated in this clause.

NEW QUESTION # 31 
Which attribute is NOT a required focus of continual ISMS improvement?

A. Adequacy
B. Effectiveness
C. Importance
D. Suitability

Answer: C

Explanation:
Clause 10.2 (Continual Improvement) specifies that the organization must"continually improve the suitability, adequacy and
effectiveness of the information security management system." This makes it clear that three attributes are explicitly required to be
addressed:
* Suitability: ensuring the ISMS continues to meet organizational needs in changing contexts.
* Adequacy: ensuring the ISMS covers the necessary scope and provides sufficient control coverage.
* Effectiveness: ensuring the ISMS achieves intended outcomes in protecting information security.
The word"importance"is not part of the continual improvement requirement. Importance is implicit in prioritization of risks and
actions, but it is not a required continual improvement attribute in ISO/IEC 27001.
Therefore, optionD: Importanceis the correct choice as it is not specified.
This distinction reinforces that continual improvement is not about subjective importance, but about systematic enhancement of the
ISMS'ssuitability, adequacy, and effectiveness.
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