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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q166-Q171):

NEW QUESTION # 166
Fill in the blank with the appropriate term. The protocol is a feature of packet-based data transmission protocols. It is
used to keep a record of the frame sequences sent and their respective acknowledgements received by both the users.

Answer:

Explanation:
Sliding Window

NEW QUESTION # 167
Which of'the following is an Internet application protocol used for transporting Usenet news articles between news servers and for
reading and posting articles by end-user client applications?

A.NTP

B. NNTP
C. DCAP
D. BOOTP

Answer: B

Explanation:

The Network News Transfer Protocol (NNTP) is an Internet application protocol used for transporting Usenet news articles
(netnews) between news servers and for reading and posting articles by end user client applications. NNTP is designed so that news
articles are stored in a central database, allowing the subscriber to select only those items that he wants to read.

Answer option D is incorrect. Network Time Protocol (NTP) is used to synchronize the timekeeping among the number of
distributed time servers and clients. It is used for the time management in a large and diverse network that contains many interfaces.
In this protocol, servers define the time, and clients have to be synchronized with the defined time. These clients can choose the most
reliable source of time defined from the several NTP servers for their nformation transmission. Answer option C is incorrect. The
Data Link Switching Client Access Protocol (DCAP) is an application layer protocol that is used between workstations and routers
for transporting SNA/NetBIOS traffic over TCP sessions. It was introduced in order to address a few deficiencies by the Data Link
Switching Protocol (DLSw). The DLSw raises the important issues of scalability and efficiency, and since DLSw is a switch-to-
switch protocol, it is not efficient when implemented on workstations. DCAP was introduced in order to address these issues.
Answer option B is incorrect. The BOOTP protocol is used by diskless workstations to collect configuration information from a
network server. It is also used to acquire a boot image from the server.

NEW QUESTION # 168
Which of the following represents a network that connects two or more LANs in the same geographic area?

A. PAN
B. WAN
C. MAN
D. SAN

Answer: C

NEW QUESTION # 169
Which of the following is a windows in-built feature that provides filesystenmlevel encryption in the OS (starting from Windows
2000). except the Home version of Windows?

e A. Disk Utility
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e B. Bit Locker
e C. FileVault
e D EFS

Answer: D

NEW QUESTION # 170
‘Which of'the following commands is used for port scanning?

A.nc-v
B.nc-d
C.nc-z
D.nc -t

Answer: C

NEW QUESTION # 171

simulation tests of our 312-38 learning materials have the functions of timing and mocking exams, which will allow you to adapt to
the exam environment in advance and it will be of great benefit for subsequent exas. After you complete the learning task, the
system of our 312-38 test prep will generate statistical reports based on your performance so that you can identify your weaknesses
and conduct targeted training and develop your own learning plan. For the complex part of our 312-38 Exam Question, you may be
too cumbersome, but our system has explained and analyzed this according to the actual situation to eliminate your doubts and make
you learn better.
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