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CWNP Certified Wireless Analysis Professional CWAP-405 Priifungsfragen
mit Losungen (Q30-Q35):

30. Frage
‘Which common feature of a Spectrum Analyzer would be the best to help you locate a non-802.11 interference source?

e A Device finder
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e B. Min hold
e (C. Max hold
e D. Location filter

Antwort: A

Begriindung;

The device finder is a common feature of a spectrum analyzer that helps locate a non-802.11 interference source. The device finder
uses a directional antenna to measure the signal strength of a specific frequency or signal source. By pointing the antenna in different
directions, the device finder can indicate the direction and distance of the interference source. The device finder can also filter out
other signals that are not related to the interference source. The other options are not correct, as they do not help locate a non-
802.11 interference source. Max hold and min hold are features that show the maximum and mnimum RF power levels over time,
respectively. Location filter is a feature that filters out signals that are not froma specific location or area. References: [Wireless
Analysis Professional Study Guide CWAP-405], Chapter 3: Spectrum Analysis, page 77-78

31. Frage

Recently, three rogue APs have been connected to the network and later discovered. You want to prevent future rogue AP
installations as much as possible.

What is the first step to elimnating or reducing rogue APs on the network?

A. Create a hash of the MAC addresses of all authorized devices and continually scan for non-matching hashes
B. Enable rogue detection in the existing authorized APs

C. Use IPSec between every AP and the network mfrastructure

D. Define a direct policy that stipulates the ramifications of installing unauthorized devices

Antwort: B

32. Frage

You are troubleshooting a connection problem with a client STA. Regardless of the AP to which it attempts to connect, the
connection fails. Using a wired protocol analyzer, you determine that the problem is with the

802.1X/EAP authentication to the RADIUS server.

What layer or range of layers of the OSI model revealed this information?

A. Above Layer 4
B. Below Layer 3
C. Layer 3
D. Layer 2

Antwort: C

33. Frage

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are configured in the analyzer
software. When performing packet capture (in a non-FT environment) which frames are required in order for PSK frame decryption
to be possible?

A. Authentication

B. Probe Response
C. Reassociation

D. 4-Way Handshake

Antwort: D

Begriindung;

The 4-way handshake is the process that establishes the pairwise transient key (PTK) between the client and the AP in WPA2-
PSK. The PTK is derived from the PSK, the SSID, and some random numbers exchanged in the handshake frames. The PTK is
used to encrypt and decrypt the data frames between the client and the AP. Therefore, in order to decrypt WPA2-PSK data
packets, a protocol analyzer needs to capture the 4-way handshake frames and have the PSK and SSID configured in the analyzer
software12 References:



* CWAP-405Study Guide, Chapter 3: 802.11 MAC Layer Frame Formats and Technologies, page 87
* CWAP-4050bjectives, Section 3.5: Analyze security exchanges

34. Frage
What element was added to the general frame of 802.11 with the 802.11e amendment and the 802.11-2007 rollup?

A. Address 4
B. RSN-IE

C. QoS Control
D. HT Control

Antwort: C
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