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HA #12
Which of the following best describes the primary finction of CrowdStrike's Cloud Infrastructure Entitlement Manager

(CIEMY/Identity Analyzer?

e A Encrypting data stored in cloud object storage services.

¢ B. Monitoring network traffic for signs of unauthorized access.

e (. Detecting excessive permissions and minimizing cloud identity risks.
¢ D. Providing endpoint protection for virtual machines in the cloud.

IEfE: C
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Option A: Encryption is a data protection task handled by tools such as AWS KMS or Azure Key Vault, not CIEM.
Misinterpreting CIEM as a data encryption tool is a common misconception.

Option B: Endpoint protection is handled by solutions like CrowdStrike Falcon, not CIEM. CIEM focuses exclusively on identity
and access managemnent.

Option C: While important for cloud security, this is primarily the role of cloud network monitoring tools or firewalls, not CIEM,
which focuses on identity and permissions.

Option D: CIEM/Identity Analyzer specializes in identifying excessive, unused, or misconfigured permissions across cloud
environments, helping organizations enforce the principle of least privilege. This is critical for reducing the risk of insider threats and
accidental exposures. Many users confuse this finctionality with broader cloud security tools, but CIEM's focus is on identity and
access governance.

HM #13
‘Which method is most effective for identifying Indicators of Attack (IOAs) in a cloud-native environment?

A. Inplement runtime monitoring via Kubernetes native tools such as kube-audit

B. Rely on cloud provider security tools like AWS GuardDuty or Azure Security Center
C. Utilize CrowdStrike's integration with cloud-native APIs for IOA detection

D. Deploy a CrowdStrike Falcon sensor on all endpoints

EfE: C
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Option A: Cloud provider tools offer baseline threat detection but lack the advanced IOA analysis capabilities of CrowdStrike.
These tools are generally more focused on Indicators of Compromise (IOCs) rather than IO As, which identify behaviors indicative
of an attack.

Option B: Kubernetes auditing tools like kube-audit can provide some insights into cluster activity but are not specialized for
detecting IOAs. These tools require significant customization to identify attack behaviors effectively.

Option C: While deploying Falcon sensors provides comprehensive runtime protection and IOA detection, this approach requires
mnstalling agents, which may not be feasible in all cloud-native environments. The question focuses on cloud-native environments,
where agentless detection may be more relevant.

Option D: CrowdStrike ntegrates with cloud-native APIs to monitor runtime behavior, detect IOAs, and provide advanced threat
protection without requiring agent installation. This approach is highly effective in cloud-native environments where workloads are
dynamic and ephemeral.

i #14
What is the primary purpose of the CrowdStrike Cloud Infrastructure Entitlement Manager (CIEM) feature in a cloud environment?

A. Managing encryption keys for sensitive cloud storage

B. Enforcing least-privilege access by identifying and remediating excessive permissions

C. Automating the deployment of cloud resources across multi-cloud environments

D. Managing cloud infrastructure costs by monitoring usage and recommending cost-saving strategies

IEf#: B
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Option A: Key management is typically the responsibility of dedicated tools or services like AWS KMS or Azure Key Vault. CIEM
does not manage encryption keys or address data encryption directly.

Option B: While cost optimization is a key consideration in cloud management, CIEM specifically addresses identity and access
management, not cost-saving measures. This is a common misconception as some cloud tools provide cost insights, but CIEM does
not focus on financial management.

Option C: CIEM focuses on improving security posture by identifying and reducing excessive permissions for identities (human and
non-human) in cloud environments. This feature aligns with the principle of least privilege, which minimizes the potential attack
surface and reduces risks arising from over-privileged accounts or roles.

Option D: Automating resource deployment is a function of tools like Infrastructure as Code (IaC) platforns (e.g., Terraform, AWS
CloudFormation). CIEM, however, is not designed for resource provisioning or deployment.



HE #15
‘What should be verified when troubleshooting a newly registered Azure account that is not showing any data in the Falcon console?

A. Whether billing is enabled on the Azure account

B. Whether the endpoint has Kubernetes RBAC enabled

C. Ifthe Azure AD Connect is syncing correctly

D. If proper reader and contributor roles are assigned to CrowdStrike's app registration
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HM #16
Which of the following is the correct method to obtain credentials from an approved container registry for image assessment in
Falcon Cloud Security?

A. Enable auto-login for the container registry using Docker Hub credentials.

B. Use the CLI tool provided by the container registry to generate a service account token.
C. Download the credentials file from the Falcon Cloud Security dashboard.

D. Manually retrieve credentials from the Kubernetes Secret store.

Ef#: B
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Option A: Most container registries, such as Amazon ECR, Google Container Registry (GCR), or Docker Hub, provide CLI tools
or APIs to generate service account tokens for programmatic access. This is the standard way to securely retrieve credentials for
mntegration with Falcon Cloud Security.

Option B: Manually retrieving credentials from Kubernetes Secrets is error-prone and may not comply with security best practices
for accessing registries.

Option C: Auto-login features like Docker's CLI-based credential storage are not suitable for enterprise-grade security and are not
part of the approved procedure for image assessiments.

Option D: The Falcon Cloud Security dashboard does not provide registry credentials. Users must retrieve these credentials directly
from the container registry.
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