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EC-COUNCIL EC-Council Ethical Hacking Essentials (EHE) Sample
Questions (Q161-Q166):

NEW QUESTION # 161
Which attack is characterized by overwhelming a target with traffic from multiple sources?

A. Man-in-the-middle attack
B. SQL injection attack

C. DosS attack

D. DDoS attack

Answer: D

NEW QUESTION # 162
Which of the following is a common mobile platform vulnerability?

A. Weak encryption on mobile data
B. Regular system updates

C. Multi-factor authentication

D. Secure app stores only

Answer: A

NEW QUESTION # 163
Which termrefers to an unauthorized device that connects to a wireless network?

A. Packet sniffer

B. War driving
C. Evil twin
D. Rogue access point

Answer: D

NEW QUESTION # 164
What is the purpose of the Health Insurance Portability and Accountability Act (HIPAA)?

A. To regulate financial institutions

B. To enforce banking compliance standards
C. To secure electronic health records

D. To oversee manufacturing quality control

Answer: C

NEW QUESTION # 165
Which cloud computing service model provides the user with the highest level of control over the operating systens, applications,
and network?

e A Infrastructure as a Service (IaaS)
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¢ B. Function as a Service (FaaS)
e C. Platformas a Service (PaaS)
¢ D. Software as a Service (SaaS)

Answer: A

NEW QUESTION # 166
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