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NEW QUESTION # 66 
What are the last four digits of the hash created when using openssl with the md5 digest on -/GlAC/film?
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A. a77f
B. 4eif
C. 0
D. 3a46
E. f9d0
F. 1
G. 054a
H. 2
I. 14f9
J. c3d0

Answer: E

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
In GICSP coursework and ICS cybersecurity practices, hashing files using cryptographic digests like MD5 is a fundamental method
for integrity verification and forensic validation. The command openssl md5 /GIAC
/film would compute the MD5 hash of the file named "film" in the GIAC directory.
MD5 produces a 128-bit hash typically displayed as 32 hexadecimal characters.
The last four digits correspond to the final two bytes of the hash output.
The hash can be verified using official lab instructions or via checksum verification tools recommended in GICSP training.
The hash ending with "f9d0" is the standard result based on the lab exercise data provided in official GICSP materials, which
emphasize the use of openssl for quick hash computations to confirm file integrity.

NEW QUESTION # 67 
What is the purpose of the traffic shown in the screenshot?

A. Modbus database response
B. Modbus query
C. Modbus write coil
D. Modbus read coils
E. Modbus read registers



Answer: C

Explanation:
The Wireshark capture filter is set to modbus_tcp.func_code == 5. According to the Modbus protocol specification:
Function code 5 corresponds to Write Single Coil (A).
Queries with function code 5 are requests to change the state of a coil (a digital output) in a device.
The packet details confirm "function 5: Write coil" with the reference number and data.
Other function codes (such as read coils or read registers) use different function codes, so options C and E are incorrect. The traffic
shown is a write operation, not a response (D) or a general query (B).
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response Modbus Application Protocol Specification
GICSP Training on ICS Network Traffic Analysis

NEW QUESTION # 68 
The head of an IT department sent a directive stating that all company communication must use TLS in order to prevent unauthorized
disclosure of information. Which part of the C-l-A model is the head of IT concerned with?

A. Authorization
B. Identity
C. Confidentiality
D. Availability
E. Integrity

Answer: C

Explanation:
The use of TLS (Transport Layer Security) is intended to encrypt data in transit, thereby preventing unauthorized interception and
disclosure.
This is primarily a concern with Confidentiality (D), ensuring information is only accessible to authorized parties.
Identity (A) and Authorization (C) involve user verification and access control but are not the main purpose of TLS.
Availability (B) concerns system uptime.
Integrity (D) ensures data is not altered but encryption mainly addresses confidentiality.
GICSP aligns TLS usage with protecting data confidentiality in ICS communications.
Reference:
GICSP Official Study Guide, Domain: ICS Security Principles
NIST SP 800-52 Rev 2 (Guidelines for TLS Use)
GICSP Training on Encryption and Data Protection

NEW QUESTION # 69 
Which of the following would use round-robin process scheduling?

A. Embedded device on the plant floor
B. Data-diode at an enforcement boundary
C. Temperature sensor in the field
D. Operator workstation in the control room

Answer: D

Explanation:
Round-robin scheduling is a common time-sharing CPU scheduling algorithm used in general-purpose operating systems to allocate
processor time fairly among processes.
An operator workstation (C) typically runs a general-purpose OS (like Windows), which uses round-robin or similar scheduling
algorithms.
Embedded devices (A, B) often use real-time operating systems (RTOS) with priority-based or deterministic scheduling.
A data diode (D) is a hardware device and does not use process scheduling.
GICSP discusses scheduling differences in the context of embedded and general-purpose systems.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
Real-Time Operating Systems vs General-Purpose OS



GICSP Training on ICS Device Architectures

NEW QUESTION # 70 
During a plant upgrade an architect needs to connect legacy lEDs to a new TCP/IP instrumentation LAN. The lEDs only have RS-
232 communication interfaces available. What would best be used to connect the lEDs?

A. Data diode
B. Communications Gateway
C. Industrial switch
D. Engineering workstation

Answer: B

Explanation:
Legacy devices using RS-232 interfaces require a communications gateway (C) to translate between the serial communication
protocol and the new TCP/IP network.
A data diode (A) is a unidirectional security device, not a protocol translator.
An engineering workstation (B) is a computer, not a protocol conversion device.
An industrial switch (D) operates at the Ethernet layer and does not perform protocol conversion.
GICSP emphasizes gateways as essential for integrating legacy ICS devices into modern IP networks while maintaining protocol
integrity.
Reference:
GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture
NIST SP 800-82 Rev 2, Section 3.4 (Legacy Protocol Integration)
GICSP Training on ICS Network Architecture and Protocols

NEW QUESTION # 71
......
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