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Microsoft Identity and Access Administrator Sample Questions (Q321-Q326):
NEW QUESTION # 321 
You have a Microsoft 36S tenant.
You create a named location named HighRiskCountries that contains a list of high-risk countries.
You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country.
What should you configure in a conditional access policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
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Answer:

Explanation:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https://docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session

NEW QUESTION # 322 
Hotspot Question
Your network contains an on-premises Active Directory Domain Services (AD DS) domain named fabrikam.com. The domain
contains an Active Directory Federation Services (AD FS) instance and a member server named Server1 that runs Windows
Server. The domain contains the users shown in the following table.

You have a Microsoft Entra tenant named contoso.com that is linked to a Microsoft 365 subscription.
You establish federation between fabrikam.com and contoso.com by using a Microsoft Entra Connect instance that is configured as
shown in the following exhibit.



You perform the following tasks in contoso.com:
- Create a group named Group1.
- Disable User2.
- Enable User3.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:

Explanation:
Box 1: Yes
Group1 is created in the entra ID tenant, and the user is synced, so this is possible. It doesn't state that the group should be visible
on-prem.
Box 2: Yes
The user is a directory-synced user, so authority lies on-prem. Disabling it from the Entra ID portal will have no effect. The server is



also an on-prem server. Disabling should be done in on- prem adds.
Box 3: No
You enable the account in the entra id tenant, but the account is directory synced, so authority lies with the on-prem AD, enabling
from the portal is not possible.

NEW QUESTION # 323 
You have an Azure AD tenant that contains the users shown in the following table.

The User settings for enterprise applications have the following configuration.
* Users can consent to apps accessing company data on their behalf:
* Users can consent to apps accessing company data for the groups they
* Users can request admin consent to apps they are unable to consent to: Yes
* Who can review admin consent requests: Admin2, User2
User1 attempts to add an app that requires consent to access company data.
Which user can provide consent?

A. Admin1
B. User2
C. User1
D. Admin2

Answer: D

Explanation:
In Azure AD, user consent and admin consent workflows control which users or administrators can approve access to organizational
data requested by applications.
The question states:
* "Users can request admin consent to apps they are unable to consent to: Yes"
* "Who can review admin consent requests: Admin2, User2"
When User1 attempts to add an app that requires consent to access company data, and if that app requires admin consent, the
request is routed to those designated as admin consent reviewers. In this case, Admin2 and User2 are listed, but only one has the
administrative capability to approve the request.
Based on Microsoft documentation:
"Only users who hold an administrative role such as Global Administrator, Cloud Application Administrator, or Authentication
Administrator and are designated as reviewers can grant consent on behalf of the organization." Here, Admin2 holds the
Authentication Administrator role - an Azure AD admin-level role - while User2 has no administrative privileges. Thus, Admin2 is
the only eligible user to approve the admin consent request.

NEW QUESTION # 324 
You have an Azure AD tenant that contains the users shown in the following table.

The tenant has the authentication methods shown in the following table.



Which users will sign in to cloud apps by matching a number shown in the app with a number shown on their phone?

A. User2 only
B. User1 only
C. User3 only
D. User2 and User3 only
E. User1 and User2 only

Answer: B

NEW QUESTION # 325 
You have an Azure AD tenant that contains the users shown in the following table.

You have the Azure AD Identity Protection policies shown in the following table.

You review the Risky users report and the Risky sign-ins report and perform actions for each user as shown in the following table.

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
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