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NEW QUESTION # 83

For this question, refer to the TerramEarth case study. A new architecture that writes all incoming data to BigQuery has been
mntroduced. You notice that the data is dirty, and want to ensure data quality on an automated daily basis while managing cost.
What should you do?

e A. Use Cloud Dataprep and configure the BigQuery tables as the source. Schedule a daily job to clean the data.

e B. Create a SQL statement on the data in BigQuery, and save it as a view. Run the view daily, and save the result to a new
table.

e (. Set up a streaming Cloud Dataflow job, receiving data by the ingestion process. Clean the data in a Cloud Dataflow
pipeline.

e D. Create a Cloud Function that reads data from BigQuery and cleans it. Trigger it. Trigger the Cloud Function froma
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Compute Engne instance.

Answer: A

NEW QUESTION # 84

For this question, refer to the JencoMart case study.

The JencoMart security team requires that all Google Cloud Platform infrastructure is deployed using a least privilege model with
separation of duties for administration between production and development resources.

What Google domain and project structure should you recommend?

e A Create two G Suite accounts to manage users: one with a single project for all development applications and one with a
single project for all production applications.

¢ B. Create a single G Suite account to manage users with one project for the development/test/staging environment and one
project for the production environment.

¢ (. Create a single G Suite account to manage users with each stage of each application in its own project.

e D. Create two G Suite accounts to manage users: one for development/test/staging and one for production.
Each account should contain one project for every application.

Answer: B

Explanation:

Note: The principle of least privilege and separation of duties are concepts that, although semantically different, are intrinsically
related from the standpoint of security. The ntent behind both is to prevent people from having higher privilege levels than they
actually need Principle of Least Privilege: Users should only have the least amount of privileges required to perform their job and no
more. This reduces authorization exploitation by limiting access to resources such as targets, jobs, or monitoring templates for which
they are not authorized.

Separation of Duties: Beyond limiting user privilege level, you also limit user duties, or the specific jobs they can perform. No user
should be given responsibility for more than one related function. This limits the ability of a user to perform a malicious action and
then cover up that action.

References: https:/cloud.google.comvkims/docs/separation-of-duties

NEW QUESTION # 85

You want to make a copy of a production Linux virtual machine in the US-Central region. You want to manage and replace the
copy easily if there are changes on the production virtual machine. You will deploy the copy as a new instances in a different project
in the US-East region. What steps must you take?

e A Create an image file from the root disk with Limux dd command, create a new disk from the image file, and use it to create
a new virtual machine instance in the US-East region

¢ B. Create a snapshot of the root disk and select the snapshot as the root disk when you create a new virtual machine instance
in the US-East region.

e C. Create a snapshot of the root disk, create an image file in Google Cloud Storage from the snapshot, and create a new
virtual machine instance in the US-East region using the image file for the root disk.

e D. Use the Linux dd and netcat command to copy and stream the root disk contents to a new virtual machine instance in the
US-East region.

Answer: C

Explanation:
Reference:
https/stackoverflow.convquestions/36441423/migrate- google-compute-engine- instance-to-a-different-region

NEW QUESTION # 86

Your custormer is moving an existing corporate application to Google Cloud Platform from an on-premises data center. The business
owners require minimal user disruption. There are strict security team requirements for storing passwords.

‘What authentication strategy should they use?

e A. Ask users to set their Google password to match their corporate password
¢ B. Federate authentication via SAML 2.0 to the existing Identity Provider



e C. Use G Suite Password Sync to replicate passwords into Google
¢ D. Provision users in Google using the Google Cloud Directory Sync tool

Answer: D

Explanation:

Provision users to Google's directory

The global Directory is available to both Cloud Platform and G Suite resources and can be provisioned by a number of means.
Provisioned users can take advantage of rich authentication features including single sign- on (SSO), OAuth, and two-factor
verification.

You can provision users automatically using one of the following tools and services:

Google Cloud Directory Sync (GCDS)

Google Admin SDK

A third-party connector

GCDS s a connector that can provision users and groups on your behalf for both Cloud Platformand G Suite.

Using GCDS, you can automate the addition, modification, and deletion of users, groups, and non-employee contacts. You can
synchronize the data fiom your LDAP directory server to your Cloud Platform domain by using LDAP queries. This synchronization
is one-way: the data in your LDAP directory server is never modified.

References: https//cloud.google.convdocs/enterprise/best-practices- for-enterprise- organizations#authentication-and-identity

NEW QUESTION # 87

Your custormer is moving an existing corporate application to Google Cloud Platform from an on-premises data center. The business
owners require minimal user disruption. There are strict security team requirements for storing passwords. What authentication
strategy should they use?

A. Ask users to set their Google password to match their corporate password.
B. Provision users in Google using the Google Cloud Directory Sync tool.

C. Use G Suite Password Sync to replicate passwords into Google.

D. Federate authentication via SAML 2.0 to the existing Identity Provider.

Answer: D

Explanation:
https/cloud.google.conmvsolutions/authenticating-corporate-users-in-a- hybrid-environment

NEW QUESTION # 88
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