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Splunk SPLK-5002 Exam Syllabus Topics:

Topic Details

¢ Auditing and Reporting on Security Programs: This section tests Auditors and Security Architects on
validating and communicating program effectiveness. It includes designing security metrics, generating

Topic 1 compliance reports, and building dashboards to visualize program performance and vulnerabilities for

stakeholders.
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¢ Building Effective Security Processes and Programs: This section targets Security Program Managers and
Compliance Officers, focusing on operationalizing security workflows. It involves researching and

Topic 2 integrating threat intelligence, applying risk and detection prioritization methodologies, and developing

documentation or standard operating procedures (SOPs) to maintain robust security practices.

¢ Detection Engineering; This section evaluates the expertise of Threat Hunters and SOC Engineers in

developing and refining security detections. Topics include creating and tuning correlation searches,
Topic 3 integrating contextual data into detections, applying risk-based modifiers, generating actionable Notable
Events, and managing the lifecycle of detection rules to adapt to evolving threats.

¢ Data Engineering: This section of the exam measures the skills of Security Analysts and Cybersecurity

Engineers and covers foundational data management tasks. It includes performing data review and analysis,
Topic 4 creating and maintaining efficient data indexing, and applying Splunk methods for data normalization to
ensure structured and usable datasets for security operations.

¢ Automation and Efficiency: This section assesses Automation Engineers and SOAR Specialists in

streamlining security operations. It covers developing automation for SOPs, optimizing case management
Topic 5 workflows, utilizing REST APIs, designing SOAR playbooks for response automation, and evaluating
integrations between Sphunk Enterprise Security and SOAR tools.

Splunk Certified Cybersecurity Defense Engineer Sample Questions (Q70-
Q75):

NEW QUESTION # 70
How does Mission Control decipher which response template to assign to findings?

A. Response templates are assigned to specific incident types.

B. The only way to configure this is with SOAR.

C. This is determined when creating a detection in ES, which gets carried over to Mission Control.
D. Mission Control uses Al to decipher which response templates are assigned.

Answer: A

Explanation:

In Mission Control, response templates are assigned to specific incident types. When a finding is generated and categorized under an
incident type, the corresponding response template is automatically applied, ensuring consistency in investigation and response
actions.

NEW QUESTION # 71
What are the benefits of incorporating asset and identity information into correlation searches?
(Choose two)

A. Prioritizing incidents based on asset value
B. Accelerating data ingestion rates

C. Enhancing the context of detections

D. Reducing the volume of raw data indexed

Answer: A,C

Explanation:

Why is Asset and Identity Information Important in Correlation Searches?

Correlation searches in Splunk Enterprise Security (ES) analyze security events to detect anomalies, threats, and suspicious
behaviors. Adding asset and identity information significantly improves security detection and response by:

1. Enhancing the Context of Detections - (Answer A)

Helps analysts understand the impact of an event by associating security alerts with specific assets and users.

Exanple: If a failed login attempt happens on a critical server, it's more serious than one on a guest user account.

2. Prioritizing Incidents Based on Asset Value - (Answer C)



High-value assets (CEO's laptop, production databases) need higher priority investigations.
Example: If malware is detected on a critical finance server, the SOC team prioritizes it over a low-impact system

NEW QUESTION # 72

Engineers are commonly asked to turn data sources like EDR alerts into risk events. Doing so requires a dynamic mapping of the
signatures in the rule to MITRE ATT&CK. Which of the following fields could be used to dynamically set the MITRE ATT&CK
technique ID for the EDR alerts?

A. mitre_attack.mitre_technique id

B. annotations.mitre_attack.tactic_id

C. mitre_attack.tactic id

D. annotations.mitre_attack.mitre_technique id

Answer: D

Explanation:

Risk-based alerting expects MITRE ATT&CK mappings to be provided through the annotations namespace. The correct dynamic
field for specifying the ATT&CK technique ID is annotations.mitre_attack.mitre_technique id, which Splunk uses when generating
risk events.

NEW QUESTION # 73
An automation engineer for the Wonderland SOC, has configured a new asset and is getting an HTTP 403 response code. Which of
the following is the possible cause of this error code?

A. Asset credentials don't have adequate permissions.

B. Either asset username or password are incorrect.

C. The asset endpoint requires a token not username and password.
D. The endpoint that the asset is configured for does not exist.

Answer: A

Explanation:

An HTTP 403 (Forbidden) response indicates that authentication may be successful, but the credentials do not have sufficient
permissions to access the requested resource. In Splunk SOAR asset configuration, this typically means the account used is valid but
lacks the required authorization.

NEW QUESTION # 74
What cardinality of data should be used in an indexed field to optimize and speed up searches?

A. High cardinality, meaning that there is a great deal of variance in the data contained in the field.

B. Compliant cardinality, meaning that only values that contain non-PII/PHI are contained in the field.
C. Low cardinality, meaning that there s little variance in the data contained in the field.

D. Secure cardinality, meaning that only security relevant values are contained in the field.

Answer: C

Explanation:

To optimize and speed up searches, indexed fields should have low cardinality, meaning they contain relatively few unique values
(e.g, status codes, country codes). Low cardinality fields are more efficient for indexing and searching compared to high cardinality
fields with many unique values (like usernames or IP addresses).

NEW QUESTION # 75
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