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GIAC Response and Industrial Defense (GRID) Sample Questions (Q115-
Q120):
NEW QUESTION # 115 
What is the primary purpose of sharing threat intelligence across different organizations in the ICS sector?

A. To reduce the number of devices in the network
B. To monitor employee behavior
C. To decrease system performance
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D. To increase collaboration and improve the collective defense of critical infrastructure

Answer: D

NEW QUESTION # 116 
Why is it important to use both automated tools and manual techniques during threat hunting in ICS environments?

A. Manual techniques eliminate the need for detection tools
B. Automated tools help identify known threats, while manual techniques allow hunters to discover unknown or stealthy
threats
C. Automated tools are too expensive
D. Manual techniques are more accurate

Answer: B

NEW QUESTION # 117 
What is the key difference between active defense and passive defense in ICS security?

A. Passive defense is more effective than active defense in ICS environments
B. Passive defense requires continuous human monitoring, while active defense is fully automated
C. Active defense is more focused on physical security, while passive defense focuses only on cybersecurity
D. Active defense involves real-time threat detection and response, while passive defense focuses on preventing attacks by
implementing static defenses

Answer: D

NEW QUESTION # 118 
What is the primary goal of the eradication phase in an ICS incident response process?

A. To increase system processing power
B. To monitor employee performance
C. To disable detection tools
D. To remove all malicious components from the environment

Answer: D

NEW QUESTION # 119 
Which tool is commonly used for monitoring network traffic in ICS environments?

A. Microsoft Word
B. Wireshark
C. Google Drive
D. Photoshop

Answer: B

NEW QUESTION # 120
......
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