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Z| &l CompTIA Security+ SY0-701 S 2 M ZE Xl (Q392-Q397):

EE #392
Which of the following can best contribute to prioritizing patch applications?

A. CVSS
B. OSINT
C. SCAP
D.CVE

HE. A

dY:

CVSS (Common Vulnerability Scoring System) provides a standardized way to rate the severity of software vulnerabilities.
Organizations use CVSS scores to prioritize which vulnerabilities to address first, focusing on those with the highest risk.

Reference:

CompTIA Security+ SY0-701 Official Study Guide, Domain 4.2: "CVSS scores help organizations prioritize patching based on the
severity of vulnerabilities." Exam Objectives 4.2: "Summarize vulnerability management processes."

EAE #393
Which of the following is the phase in the incident response process when a security analyst reviews roles and responsibilities?

A. Analysis

B. Lessons learned
C. Recovery

D. Preparation

HE: D

Y.

Preparation is the phase in the incident response process when a security analyst reviews roles and responsibilities, as well as the
policies and procedures for handling incidents. Preparation also involves gathering and maintaining the necessary tools, resources,
and contacts for responding to incidents. Preparation can help a security analyst to be ready and proactive when an incident occurs,
as well as to reduce the impact and duration of the incident.

Some of'the activities that a security analyst performs during the preparation phase are:

Defining the roles and responsibilities of the incident response team members, such as the incident manager, the incident coordinator,
the technical lead, the commumnications lead, and the legal advisor.

Establishing the incident response plan, which outlines the objectives, scope, authority, and procedures for responding to incidents,
as well as the escalation and reporting mechanisms.

Developing the incident response policy, which defines the types and categories of incidents, the severity levels, the notification and
reporting requirements, and the roles and responsibilities of the stakeholders.

Creating the incident response playbook, which provides the step-by-step guidance and checklists for handling specific types of
incidents, such as denial-of-service, ransomware, phishing, or data breach.

Acquiring and testing the incident response tools, such as network and host-based scanners, malware analysis tools, forensic tools,
backup and recovery tools, and commumnication and collaboration tools.

Identifying and securing the incident response resources, such as the incident response team, the incident response location, the
evidence storage, and the external support.

Building and maintaining the incident response contacts, such as the internal and external stakeholders, the law enforcement agencies,
the regulatory bodies, and the media.

Reference:

CompTIA Security+ SY0-701 Certification Study Guide, Chapter 6: Architecture and Design, Section 6.4: Secure Systens Design,
p- 279-280 CompTIA Security+ SY0-701 Certification Exam Objectives, Domain 3: Architecture and Design, Objective 3.5:
Given a scenario, implement secure network architecture concepts, Sub-objective: Incident response, p. 16

EE #39%
Anunexpected and out-of-character email message froma Chief Executive Officer’s corporate account asked an employee to



provide financial information and to change the recipient's contact number. Which of the following attack vectors is most likely being
used?

A. Phishing

B. Business email compromise
C. Brand impersonation

D. Pretexting

HE: B

MY

Business Email Compromise (BEC)is atargeted phishing attackin whichattackers impersonate executives or high-ranking
officials(such as a CEO) to manipulate employees intotransferring money or providing sensitive data. Since the request is coming
from the CEO's corporate email (possibly spoofed or compromised), this is aclassic example of BEC.

Phishing (B)is a broader term but typically involvesmassfraudulent emails rather than targeted executive impersonation.

Brand impersonation (C)involves faking a company's identity (e.g,, fake PayPal emails).

Pretexting (D)involves social engineering tactics but does not necessarily involve email compromise.

Reference:CompTIA Security+ SY0-701 Official Study Guide, Threats, Vulnerabilities, and Mitigations domain.

EE #395
An analyst is reviewing an incident in which a user clicked on a link in a phishing email. Which of the following log sources would the
analyst utilize to determine whether the connection was successful?

A. Application
B. Authentication
C. System

D. Network

¥e: D

MH.

To determine whether the connection was successful after a user clicked on a link in a phishing email, the most relevant log source to
analyze would be the network logs. These logs would provide information on outbound and inbound traffic, allowing the analyst to
see if the user's system connected to the remote server specified in the phishing link. Network logs can include details such as IP
addresses, domains accessed, and the success or failure of connections, which are crucial for understanding the impact of the
phishing attenpt.

Reference =

CompTIA Security+ SY0-701 Course Content: Domain 04 Security Operations.

CompTIA Security+ SY0-601 Study Guide: Chapter on Incident Response.

EE #39

A security analyst discovers that a large number of employee credentials had been stolen and were being sold on the dark web. The

analyst mvestigates and discovers that some hourly employee credentials were compromised, but salaried employee credentials were
not affected.

Most employees clocked in and out while they were Inside the building using one of the kiosks connected to the network. However,
some clocked out and recorded their time after leaving to go home. Only those who clocked in and out while Inside the building had

credentials stolen. Each of the kiosks are on different floors, and there are multiple routers, since the business segments environments
for certain business finctions.

Hourly employees are required to use a website called acmetimekeeping.comto clock in and out.

This website is accessible from the internet. Which of the following Is the most likely reason for this compromise?

e A. A malicious actor compromised the time-keeping website with malicious code using an unpatched vulnerability on the site,
stealing the credentials.

e B. ARP poisoning affected the machines in the building and caused the kiosks lo send a copy of all the submitted credentials
to a machine.

e (. Abrute-force attack was used against the time-keeping website to scan for common passwords.

e D. The internal DNS servers were poisoned and were redirecting acmetimkeeping.com to malicious domain that intercepted
the credentials and then passed them through to the real site.



HE: A

Y.

The scenario suggests that only the employees who used the kiosks inside the building had their credentials compromised. Since the
time-keeping website is accessible from the internet, it is possible that a malicious actor exploited an unpatched vulnerability in the
site, allowing them to inject malicious code that captured the credentials of those who logged in from the kiosks. This is a common
attack vector for stealing credentials from web applications.
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