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P #83
What is the distinguishing feature of asymmetric encryption?

A. Tt uses distinct keys for encryption and decryption.

B. It has a stronger key for encryption than for decryption.
C. It employs layered encryption using dissimilar methods.
D. Itis designed to cross operating systemns.

Ef#: A
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What is the main benefit of using a private cloud?

A. The ability to cut costs for storing, maintaining, and accessing data.
B. The ability to use a backup system for personal files.

C. The ability to outsource data support to a third party.

D. The ability to restrict data access to employees and contractors.

Ef#E: D

A -

* Private Cloud Overview: A private cloud is a cloud computing model where the infrastructure is dedicated to a single organization,
offering increased control over resources and data.

* Enhanced Security and Control: The primary benefit of a private cloud is the enhanced security and control over data.
Organizations can implement stringent security policies and controls to ensure that sensitive data is accessible only to authorized
employees and contractors.

* Compliance and Privacy: Many organizations operate in regulated industries where compliance with data protection laws and
regulations is mandatory. A private cloud allows for better compliance management by providing full control over data governance.
* Customization: Organizations can tailor the private cloud environment to meet specific business needs and security requirements,
which is not always possible with public cloud services.

* Isolation: Since the resources are not shared with other organizations, the risk of data breaches and unauthorized access is
significantly reduced.

References:

* "What is Private Cloud?", VMware,

https//www.vimware.conm/topics/glossary/content/private-cloud. html

* "Private Cloud Benefits", IBM, https://www.ibm.con/cloud/learn/private-cloud
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What can be used to determine the type of data in storage without exposing its contents?

A. Server logs.

B. Data mapping,

C. Collection records.
D. Metadata.

IEf@E: D

AR :
Explanation/Reference: https:/cloud.google.conystorage/docs/gsutil/addlhelp/WorkingWithObjectMetadata
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SCENARIO

Please use the following to answer the next question:

Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application that collects personal
health information from electronic patient health records. The application will use machine learning to recommend potential medical



treatments and medications based on information collected from anonymized electronic health records. Patient users may also share
health data collected from other mobile apps with the LBH app.

The application requires consent from the patient before importing electronic health records into the application and sharing it with
their authorized physicians or healthcare provider. The patient can then review and share the recommended treatments with their
physicians securely through the app. The patient user may also share location data and upload photos in the app. The patient user
may also share location data and upload photos in the app for a healthcare provider to review along with the health record. The
patient may also delegate access to the app.

LBH's privacy team meets with the Application development and Security tearrs, as well as key business stakeholders on a periodic
basis. LBH also implements Privacy by Design (PbD) into the application development process.

The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during development of the application.
The team musst assess whether the application is collecting descriptive, demographic or any other user related data from the
electronic health records that are not needed for the purposes of the application. The team is also reviewing whether the application
may collect additional personal data for purposes for which the user did not provide consent.

The Privacy Team s conducting a Privacy Impact Assessment (PIA) for the new Light Blue Health application currently in
development. Which of the following best describes a risk that is likely to result in a privacy breach?

A. Including non-transparent policies, terms and conditions in the app.

B. Insufficiently deleting personal data after an account reaches its retention period.

C. Limiting access to the app to authorized personnel.

D. Not encrypting the health record when it is transferred to the Light Blue Health servers.

EfE: C
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How does k-anonymity help to protect privacy in micro data sets?

¢ A. By switching values between records in order to preserve most statistics while still maintaining privacy.

¢ B. By top-coding all age data above a value of 'k."

¢ C. By adding sufficient noise to the data in order to hide the impact of any one individual.

¢ D. By ensuring that every record in a set is part of a group of "k" records having similar identifying information.

IEf#: D

fR .-

K-anonymity is a privacy protection technique that ensures each individual data record cannot be distinguished from at least k1k-
1k1 other records with respect to certain identifying information. This means that each record in the data set is made to look like at
least k1k-1k1 other records, making it difficult to identify individuals. The primary goal of k-anonymity is to prevent re-identification
of individuals in microdata by ensuring that personal records are indistinguishable within a group of'size kkk. This concept is widely
discussed in IAPP materials related to data de-identification and anonymization (LAPP, "Anonymization and Pseudonymization").
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