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CompTIA Linux+ Certification Exam Sample Questions (Q83-Q88):

NEW QUESTION # 83
‘While hardening a system, an administrator runs a port scan with Nmap, which returned the following output:

# nmap 104.21.75.76

Starting Nmap 7.80 ( https://nmap.org ) at 2024-07-09 18:09 UTC
Nmap scan report for 104.21.75.76

Host is up (0.00087s latency).

Not shown: 996 closed ports

POR®T STATESSERVICE

23 /tCp openstéelnet

80/tcp open http

443/tcp open https

8080/tcp open http-proxy

Nmap done: 1 IP address (1 host up) scanned in 4.93 seconds

Which of the following is the best way to address this security issue?

A. Closing port 80 on the network switch to block traffic

B. Changing the systens administrator's password to prevent unauthorized access
C. Disabling and removing the Telnet service on the server

D. Configuring a firewall to block traffic on port 23 on the server

Answer: C

Explanation:

Port 23 /tcp indicates Telnet, which is insecure because it transmits data in plaintext. The best hardening approach is to disable and
remove the Telnet service entirely, eliminating the vulnerability rather than just blocking it at the firewall. Secure alternatives like SSH
should be used instead.

NEW QUESTION # 84
Which of the following utilities supports the automation of security compliance and vulnerability management?

e A OpenSCAP
¢ B. SELinux

e C.Nmap

e D. AIDE

Answer: A

Explanation:
OpenSCARP is a framework that automates security compliance checking and vulnerability management by using standardized
security content (SCAP). It helps admunistrators enforce policies and detect vulnerabilities.

NEW QUESTION # 85
An administrator thinks that the user Joe may be running an unauthorized process on a Linux server. Which of the following
commands should the administrator run to confirm this idea?

e A ps-ax'Joe'
e B.lsof-p 'Joc'
e C. jobs-n"Joe'
e D. top -u'Joe'

Answer: D



Explanation:
top -uJoe filters the process display to only show processes owned by user Joe, allowing the administrator to see if Joe is running
any unauthorized processes.

NEW QUESTION # 86
An admmnistrator receives reports that a web service is not responding, The administrator reviews the following outputs:

$ echo $EWD
/etc/pki/nginx

$ 1s -1Rt

total 8

drwxr-xr-x. 2 root root 6 Jul 10 10:57 private
-rw-r--r--. 1 root root 895 Jul 10 10:56 server.crt
—rWe—————— . 1 root root 227 Jul 10 10:56 server.key
./private:

total 0

$ sudo systemctl status nginx
nginx.service - The nginx HTTF and reverse proxy server
Loaded: loaded (/usr/lib/systemd/system/nginx.service; disabled; presst: disabled)
Active: failed (Result: exit-code) since Wed 2023-11-01 06:56:51 EDT; 6s ago
Process: 110551 ExecStartPre=/usr/bin/rm -f /run/nginx.pid (code=exited, status=0/SUCCESS)
Process: 110552 ExecStartPre=/usr/sbin/nginx -t (code=exited, status=1/FAILURE)
CPU: l44ms

Nov 01 06:56:51 webserver systemd[1]: Starting ngirk.sefvice - The nginx HTTP and reverse proxy Server...

Nov 01 06:56:51 webserver nginx[110552): nginx: (emerg) cénnot load certificate key “/etc/pki/nginx/private/server.key”: BIO_new_file() failed (SSL: error:80000002:system
library::No such file or directory:calli>

Nov 01 06:56:51 webserver nginx[110552]: nginx: configuration file /etc/nginx/nginx.conf test failed

Nov 01 06:56:51 webseryg® amystemd(1)]: nginx"S&Fvide: gentrol process exited, code=exited, status=1/FAILURE

Nov 01 06:56:51 webserWer sygfémd [T Ngifi®service: /Fajled with result 'exit-code'.

Nov 01 06:56:51 webserver syStemd[1)! Falled t©o suapt Hginx.service - The nginx HTTP and reverse proxy server.

Which of the following is the reason the web service is not responding?

A. The private key has the incorrect permissions and should be changed to 0755for the service.
B. The private key is not in the correct location and needs to be moved to the correct directory.
C. The private key does not match the public key, and both keys should be replaced.

D. The private key needs to be renamed from server.crtto server.keyso the service can find it.

Answer: B

Explanation:

The error log shows "cannot load certificate key /etc/pkinginx/private/server.key", but the listing reveals that server.key is located in
Jetc/pkinginx/ rather than the expected /etc/pki/nginx/private/ directory. Since the file exists but not where Nginx is configured to
look, moving it to the correct directory resolves the issue.

NEW QUESTION # 87
Users cannot access an application that is running inside containers. The administrator wants to validate whether the containers are
running, Which of the following commands should the administrator use?

A. docker run

B. docker ps

C. docker start
D. docker images

Answer: B

Explanation:
The docker ps command lists all running containers, allowing the administrator to verify whether the application's containers are
active.

NEW QUESTION # 88
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