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CompTIA SecAI+ Certification Exam Sample Questions (Q37-Q42):
NEW QUESTION # 37 
A penetration tester is assessing the controls of a deployed AI system that is designed to search and return the contents of files. The
tester runs the following:
Which of the following is the best control to prevent abuse of the system?

A. Segmenting the workload into a separate virtual private cloud (VPC)
B. Implementing custom detection rules for anomalous model behavior
C. Reducing the privilege scope of the service account
D. Adding a large language model (LLM) guardrails library to the application code

Answer: C
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Explanation:
The penetration test shows that the system accepts arbitrary commands like deleteBuckets or listPermissions, which could lead to
privilege abuse. The most effective control is least privilege, ensuring the service account only has access to what is strictly necessary
(e.g., reading files) and not sensitive operations like deleting buckets or altering permissions.

NEW QUESTION # 38 
A company discovers that attackers exploited an unpatched vulnerability in a web server. Which control BEST prevents this?

A. WAF rules
B. Password complexity enforcement
C. Patch management
D. Configuration baselines

Answer: C

Explanation:
Timely patching directly prevents exploitation of known vulnerabilities.

NEW QUESTION # 39 
Which of the following is the primary purpose of validating data for an AI system?

A. To ensure bias-free outcomes
B. To automate the process
C. To reduce consumption of resources
D. To optimize the storage databases

Answer: A

Explanation:
Validating data ensures quality, consistency, and fairness in training sets, helping prevent biased or inaccurate results in AI system
outputs.

NEW QUESTION # 40 
A human resources officer is using AI to evaluate resumes and help select candidates that meet minimum criteria. To improve the
results, the human resources officer adjusts the query parameters and includes an example resume that matches a successful
candidate. Which if the following best describes this query?

A. Distillation
B. Prompt template
C. One-shot prompting
D. System role

Answer: C

Explanation:
One-shot prompting provides the model with a single example (in this case, a successful resume) to guide how it should process
future inputs. This technique helps the AI better align its output with the desired evaluation criteria.

NEW QUESTION # 41 
A healthcare organization plans to deploy a chatbot for appointment scheduling and patient records. Which of the following is the
first step a security administrator should take?

A. Implement prompt firewalls.
B. Use a secure data communication channel for chat.
C. Conduct a risk assessment.
D. Enable role-based access management



Answer: C

Explanation:
Before deploying an AI chatbot that will handle sensitive healthcare data, the first step is to conduct a risk assessment. This identifies
potential threats, compliance requirements (such as HIPAA), and security gaps, ensuring proper controls are planned before
implementation.

NEW QUESTION # 42
......
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