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A company uses an organization in AWS Organizations that has all features enabled. The company uses AWS Backup in a primary
account and uses an AWS Key Management Service (AWS KMS) key to encrypt the backups.

The company needs to automate a cross-account backup of the resources that AWS Backup backs up in the primary account. The
company configures cross-account backup in the Organizations management account. The company creates a new AWS account in
the organization and configures an AWS Backup backup vault in the new account. The company creates a KMS key in the new
account to encrypt the backups. Finally, the company configures a new backup plan in the primary account. The destination for the
new backup plan is the backup vault in the new account.

When the AWS Backup job in the primary account is invoked, the job creates backups in the primary account. However, the
backups are not copied to the new account's backup vault.

‘Which combination of steps must the company take so that backups can be copied to the new account's backup vault? (Select
TWO.)

A. Edit the backup vault access policy in the new account to allow access to the primary account.

B. Edit the key policy of the KMS key in the primary account to share the key with the new account.

C. Edit the key policy of the KMS key in the new account to share the key with the primary account.

D. Edit the backup vault access policy in the primary account to allow access to the KMS key in the new account.
E. Edit the backup vault access policy in the primary account to allow access to the new account.

Ef: A C
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To enable cross-account backup, the company needs to grant permissions to both the backup vault and the KMS key in the
destination account. The backup vault access policy in the destination account must allow the primary account to copy backups into
the vault. The key policy of the KMS key in the destination account must allow the primary account to use the key to encrypt and
decrypt the backups. These steps are described in the AWS documentation]2. Therefore, the correct answer is A and E.

1: Creating backup copies across AWS accounts - AWS Backup
2: Using AWS Backup with AWS Organizations - AWS Backup
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A company deploys an application to Amazon EC2 instances. The application runs Amazon Linux 2 and uses AWS CodeDeploy.
The application has the following file structure for its code repository:

The appspec.ym file has the following contents in the files section:

‘What will the result be for the deployment of the config,txt file?

¢ A The config txt file will be deployed to /ust/local/src/config.txt and to /var/www/html/application/web
/config txt

¢ B. The config.txt file will be deployed to /ust/local/src/config.txt and to /var/www/html/config/config txt.

e C. The config.txt file will be deployed to only /var/www/html/config/config txt

¢ D. The configtxt file will be deployed to only /ust/local/src/config txt

Ef#: D

R

Deployment of config.txt file based on the appspec.yml:

The appspec.yml file specifies that config/config, txt should be copied to /ust/local/src/config, txt.

The source: / directive in the appspec.yml indicates that the entire directory structure starting from the root of the application source
should be copied to the specified destination, which is /var/www/html.

Result of the Deployment:

The config.txt file will be specifically deployed to /usr/local/src/config. txt as per the explicit file mapping,

The entire directory structure including application/'web will be copied to /var/www/html, but this does not include config/config, txt
since it has a specific destination defined.

Thus, the config.txt file will be deployed only to /ust/local/src/config, txt.

Therefore, the correct answer is:

C). The config.txt file will be deployed to only /ust/local/src/config, txt.

References:

AWS CodeDeploy AppSpec File Reference

AWS CodeDeploy Deployment Process
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A company has multiple accounts in an organization in AWS Organizations. The company's SecOps team needs to receive an
Amazon Simple Notification Service (Amazon SNS) notification if any account in the organization turns off the Block Public Access
feature on an Amazon S3 bucket. A DevOps engineer must implement this change without affecting the operation of any AWS
accounts. The implementation must ensure that individual member accounts in the organization cannot turn off the notification.
Which solution will meet these requirements?

e A Turn on AWS Config across the organization. In the delegated administrator account, create an SNS topic. Subscribe the
SecOps team's email address to the SNS topic. Deploy a conformance pack that uses the s3-bucket-level-public-access-
prohibited AWS Config managed rule in each account and uses an AWS Systenms Manager document to publish an event to
the SNS topic to notify the SecOps team.

e B. Turn on Amazon Inspector across the organization. In the Amazon Inspector delegated admnistrator account, create an
SN topic. Subscribe the SecOps team's email address to the SNS topic. In the same account, create an Amazon
EventBridge rule that uses an event pattern for public network exposure of the S3 bucket and publishes an event to the SNS
topic to notify the SecOps team

e (. Create an AWS CloudFormation template that creates an SNS topic and subscribes the SecOps team's email address to
the SN topic. In the template, include an Amazon EventBridge rule that uses an event pattern of CloudTrail activity for
s3:PutBucketPublicAccessBlock and a target of the SN'S topic. Deploy the stack to every account in the organization by
using CloudFormation StackSets.



¢ D. Designate an account to be the delegated Amazon GuardDuty administrator account. Turn on GuardDuty for all accounts
across the organization. In the GuardDuty administrator account, create an SNS topic. Subscribe the SecOps teani's email
address to the SN topic. In the same account, create an Amazon EventBridge rule that uses an event pattern for GuardDuty
findings and a target of the SN topic.

E: A
-
Explanation

Amazon GuardDuty is primarily on threat detection and response, not configuration monitoring A conformance pack is a collection
of AWS Config rules and remediation actions that can be easily deployed as a single entity in an account and a Region or across an
organization in AWS Organizations.

https:/docs.aws.amazon.convconfig/latest/developerguide/conformance-packs. html
https:/docs.aws.amazon.convconfig/latest/developerguide/s3-account- level- public-access-blocks. html
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An IT team has built an AWS CloudFormation template so others in the company can quickly and reliably deploy and terminate an
application. The template creates an Amazon EC2 instance with a user data script to install the application and an Amazon S3
bucket that the application uses to serve static webpages while it is running,

All resources should be removed when the CloudFormation stack is deleted. However, the team observes that CloudFormation
reports an error during stack deletion, and the S3 bucket created by the stack is not deleted.

How can the team resolve the error in the MOST eflicient manner to ensure that all resources are deleted without errors?

¢ A. Add a DelelionPolicy attribute to the S3 bucket resource, with the value Delete forcing the bucket to be removed when the
stack is deleted.

¢ B. Identify the resource that was not deleted. Manually empty the S3 bucket and then delete it.

e C. Replace the EC2 and S3 bucket resources with a single AWS OpsWorks Stacks resource. Define a custom recipe for the
stack to create and delete the EC2 mnstance and the S3 bucket.

¢ D. Add a customresource with an AWS Lambda fimction with the DependsOn attribute specifying the S3 bucket, and an
IAM role. Write the Lambda function to delete all objects from the bucket when RequestType is Delete.

IEf#: D
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A company deploys updates to its Amazon API Gateway API several times a week by using an AWS CodePipeline pipeline. As
part of the update process the company exports the JavaScript SDK for the API from the API. Gateway console and uploads the
SDK to an Amazon S3 bucket The company has configured an Amazon CloudFront distribution that uses the S3 bucket as an origin
Web client then download the SDK by using the CloudFront distribution's endpoint. A DevOps engineer needs to implement a
solution to make the new SDK available automatically during new API deployments.

Which solution will meet these requirements?

e A Create a CodePipeline action immediately after the deployment stage of the API. Configure the action to invoke an AWS
Lambda function. Configure the Lambda function to download the SDK from API Gateway, upload the SDK to the S3
bucket and create a CloudFront invalidation for the SDK path.

¢ B. Create an Amazon EventBridge rule that reacts to UpdateStage events from aws apigateway Configure the rule to invoke
an AWS Lambda function to download the SDK from API Gateway upload the SDK to the S3 bucket and call the
CloudFront API to create an invalidation for the SDK path.

e C. Create a CodePipeline action immediately after the deployment stage of the API Configure the action to use the
CodePipelme integration with API. Gateway to export the SDK to Amazon S3 Create another action that uses the
CodePipeline ntegration with Amazon S3 to invalidate the cache for the SDK path.

¢ D. Create an Amazon EventBridge rule that reacts to Create. Deployment events from aws apigateway. Configure the rule to
mnvoke an AWS Lambda fimction to download the SDK from API. Gateway upload the SDK to the S3 bucket and call the
S3 API to mvalidate the cache for the SDK path.

EfE: A
A -

This solution would allow the company to automate the process of updating the SDK and making it available to web clients. By
adding a CodePipeline action immediately after the deployment stage of the API, the Lambda finction will be invoked automatically



each time the API is updated. The Lambda function should be able to download the new SDK from API Gateway, upload it to the
S3 bucket and also create a CloudFront invalidation for the SDK path so that the latest version of the SDK is available for the web
clients. This is the most straight forward solution and it will meet the requirements.
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