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P RE #54
‘Which method is used to onboard a new UXI in an existing environment with 802 1X authentication?
(The sensor has no cellular connection)

e A Use the UXI app on your smartphone and connect the UXI via Bluetooth

e B. Use the Aruba installer app on your smartphone to scan the barcode

e C. Connect the new UXI froman already mstalled one and adjust the mitial configuration.
e D. Use the CLI via the serial cable and adjust the initial configuration.

BEER: A

f R A«

To onboard a new UXI in an existing environment with 802.1X authentication, you need to use the UXI app on your smartphone
and connect the UXI via Bluetooth. The UXI app allows you to scan the QR code on the UXI sensor and configure its network
settings, such as SSID, password, IP address, etc.

The Bluetooth connection allows you to commumicate with the UXI sensor without requiring any network access or cellular
connection. The other options are incorrect because they either do not use the UXI app or do not use Bluetooth.

References:

https://www.arubanetworks.com/products/network-management-operations/analytics-monitoring/user-experienc
https://help.centralon-prem.arubanetworks.conv2.5.4/documentation/online_help/content/nims-on- prenyaos-cx/g

i RE #55
What is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports?


https://drive.google.com/open?id=1Run774PwiWCHE0jIW0IgF7TuW5U5RbOq
https://tw.fast2test.com/HPE7-A01-practice-test.html
https://www.vcesoft.com/HPE7-A01-pdf.html
https://tw.fast2test.com/HPE7-A01-practice-test.html

A. Tnmplement a control plane ACL to limit access to approved IPs and/or subnets
B. Manually enable Enhanced Security Mode froma console session.

C. Create a dedicated management VRF, and assign the management port to it.
D. Disable all management services on the default VRF.

ER: C

i RE R -

This is an Aruba-recommended best practice for hardening that only applies to Aruba CX 6300 series switches with dedicated
management ports. A dedicated management port is a physical port that is used exclusively for out-of-band management access to
the switch. A dedicated management VRF is a virtual routing and forwarding instance that isolates the management traffic from other
traffic on the switch. By creating a dedicated management VRF and assigning the management port to it, the administrator can
enhance the security and performance of the management access to the switch. The other options are incorrect because they either
do not apply to switches with dedicated management ports or do not follow Aruba-recommended best practices. Reference:
httpsy//www.arubanetworks.comvassets/ds/DS _ AOS-CX.pdf
httpsy//www.arubanetworks.convassets/tg/TB_ArubaCX Switching.pdf

i /8 #56

A customer wants to provide wired security as close to the source as possible The wired security must meet the following
requirements:

-allow ping from the IT management VLAN to the user VLAN

-deny ping sourcing from the user VLAN to the IT management VLAN

The customer is using Aruba CX 6300s

What is the correct way to implement these requirements?

A. Apply an outbound ACL on the user VLLAN denying icmp echo traffic toward the IT management VLAN

B. Apply an inbound ACL on the user VLAN allowing icmp echo-reply traffic toward the IT management VLAN
C. Apply an outbound ACL on the user VLAN allowing temp echo-reply traffic toward the IT management VLAN
D. Apply an inbound ACL on the user VLAN denying icmp echo traffic toward the IT management VLAN

ZX: D

fR AR A«

An inbound ACL is applied to traffic entering a port or VLAN. An outbound ACL is applied to traffic leaving a port or VLAN4. To
deny ping sourcing from the user VLLAN to the IT management VAN, an inbound ACL on the user VLAN should be used to filter
icmp echo traffic toward the IT management VLLAN. Icmp echo-reply traffic is not needed to be allowed because tt is already
permitted by defaultS. References:

4 https://techhub.hpe.com/eginfolib/Aruba/OS-CX_10.04/5200-6692/GUID-9BSF6ESF-9C7A-4FOD-AE7B-
9DSE6CS5BOATF.html

5 httpsy/techhub.hpe.conveginfolib/Aruba/OS-CX _10.04/5200-6692/GUID-0C3 A9DOF-6ESB-4E1 A- AF3C-
8DSB2F9C1A7B.html

R #57
List the WPA 4-Way Handshake functions in the correct order.

ER:

fE R A -

* Proves knowledge of the PMK

* Exchanges messages for generating PTK
* Distributes an encrypted GTK to the client
* Sets first mitialization vector (IV)

PR #58

Due to a shipping error, five (5) Aruba AP-515S and one (1) Aruba CX 6300 were sent directly to your new branch office You
have configured a new group persona for the new branch office devices in Central, but you do not know their MAC addresses or
serial numbers The office manager is instructed via text message on their smartphone to onboard all the new hardware into Aruba



Central What application must the office manager use on their phone to complete this task?

A. Aruba mstaller App

B. Aruba CX Mobile App
C. Aruba Central App

D. Aruba Onboard App

BER: A

i RE S B -

Explanation

Aruba Installer App is a mobile app that simplifies site installations and enables network connectivity for Aruba devices. The app
allows the user to scan the barcode of the device and add it to the network using Aruba Central. The app also automates importing
Aruba devices into Aruba NetEdit for intelligent configuration management and continuous conformance validation
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