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Server Mode and Transparent Mode: This section of the exam measures skills of a Network Security
Administrator and explains how to deploy and manage FortiMail in different operation modes. It includes
configuring server mode to handle mail directly and deploying FortiMail in transparent mode where it acts
as a gateway to filter email traffic without altering the existing mail infrastructure.

fEY 72

Email Security: This section of the exam measures skills of a Network Security Administrator and deals
with implementing security controls to filter and manage email threats. Candidates must configure session-
based filtering, spam detection methods, malware protection, APT mitigation, and content filtering, The
section also includes email archiving configurations for compliance and storage.

FEY 273

Initial Deployment and Basic Configuration: This section of the exam measures skills of a Network Security
Administrator and covers the foundational setup of FortiMail. It includes understanding SMTP and email
flow, performing initial configurations such as selecting operation mode, system settings, and defining
protected domains. It also involves deploying FortiMail in high-availability clusters to ensure service
continuity.
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Encryption: This section of the exam measures skills of a Messaging Security Engineer and addresses the
implementation of encryption methods in FortiMail. It covers traditional SMTP encryption and identity-
based encryption (IBE). Candidates are expected to configure these technologies and manage IBE users
for secure email communication.

FEYZ5S

Email Flow and Authentication: This section of the exam measures skills of a Messaging Security Engineer
and focuses on configuring FortiMail to handle email flow securely. It includes enabling and matching
authentication protocols, setting up secure MTA features, and implementing access control, IP policies,
and recipient-based policies to control mail delivery and security.
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B #22
Refer to the exhibit, which shows a topology diagram of a FortiMail cluster deployment.

Which IP address nmust the DNS MX record for this organization resolve to?

A 172.16.32.1
B. 172.16.32.56
C.172.16.32.55
D. 117216 3257
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HR #23
Refer to the exhibits, which show a topology diagram (Topology) and a configuration element (Access Control Rule).

An administrator wants to configure an access receive rule to match authentication status on FML-1 for all outbound email from the
example.com domain.
Which two access receive rule settings must the administrator configure? (Choose two.)

A. The Recipient pattern must be set to *@example.com
B. The Authentication status must be set to Authenticated.
C. ATLS profile must be configured and applied.

D. The Sender IP/netmask must be set to 10.29.1.0/24.

IE%: B\ D

R -
Scope the rule to your LAN by setting Source to 10.29.1.0/24.
Set Authentication status to Authenticated so only authenticated SMTP sessions match.

HA #24
Which SMTP command lists the supported SMTP service extensions of the recipient MTA?

A. EHLO
B. DATA
C. HELO
D. VRFY

EfE: A
fEE -

The EHLO command (Extended HELO) prompts the recipient MTA to respond with a list of all supported SMTP service
extensions, enabling the sender to use features like SMTP authentication, pipelining, and STARTTLS.
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B #25

Reter to the exhibits.

The exhibits display a topologydiagram of a FortiMail cluster (Topology) and the primary HA interface configuration of the Primary
FortiMail (HA Interface Configuration) Which three actions are recommended when configuring the primary FortiMail HA interface?
(Choose three.)

¢ A Inthe Virtual IP address field, type 172.16.32.55/24
¢ B. In the Virtual IP action drop-down list, select Use
e C. Inthe Peer IP address field, type 172.16.32.57
¢ D. In the Heartbeat status drop-down list, select Primary
¢ E. Disable Enable port monitor

EfE: A. B. C

HM #26

Refer to the exhibits, which shows a DLP scan profile configuration (DLP Scan Rule 1 and DLP Scan Rule 2) from a FortiMail
device.
Which two message types will trigger this DLP scan rule? (Choose two.)

A. An email message that contains credit card numbers in the body will trigger this scan rule.

B. An email sent from sales@internal. lac will trigger this scan rule, even without matching any conditions.

C. An email that contains credit card numbers in the body, attachment, and subject will trigger this scan rule.
D. An email message with a subject that contains the term 'credit card" will trigger this scan rule.
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