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You are implementing Snowpipe using the REST API for a custom data ingestion process. Your application uploads data files to an
internal stage named @MY STAGE and then calls the Snowpipe REST API to trigger the data load. However, you are
encountering 'insufficient privileges' errors when calling the API, even though the role used to authenticate the API requests has the
"USAGE privilege on the stage and the 'OPERATE privilege on the pipe. The Pipe name is MY PIPE. Which of the following is
the MOST LIKELY cause of this error, and what can you do to resolve it?

¢ A. The Snowpipe's 'EXECUTE TASK' privilege has not been granted to the role used for the REST API calls. Grant the
'EXECUTE TASK' privilege to the role.

B. The role doesn't have the "'USAGE privilege on the database and schema containing the stage and pipe. Grant 'USAGE
on the database and schema.

C. The role used to authenticate the API requests requires the 'TNSERT privilege on the target table in addition to "'USAGE
on the stage and 'OPERATE on the pipe. Grant the 'INSERT privilege to the role.

D. The role used to authenticate the API requests does not have the'OWNERSHIP' privilege on the Snowpipe.

E. The role used to authenticate the API requests does not have the 'SELECT privilege on the underlying table that the
Snowpipe is loading data into.

Answer: B,C

Explanation:

When using the Snowpipe REST API, the role used to authenticate the API calls must have the 'INSERT privilege on the target
table. While "USAGE on the stage and 'OPERATE on the pipe are necessary, they are not sufficient. Also, the user needs to have
usage permission on the database and Schema where Stage and Pipe reside. Option A is not entirely accurate; 'SELECT is not
directly needed for Snowpipe to finction.'OWNERSHIP' (B) is not required for triggering the pipe. '/EXECUTE TASK' (D) is not
relevant to Snowpipe REST API calls. The role performing the COPY operation (through Snowpipe triggered by the REST API)
needs the 'INSERT privilege to write data to the target table.

NEW QUESTION # 271

You have created a masking policy called which redacts salary nformation based on the user's role. You have applied this policy to
the 'SALARY colummn in the 'EMPLOYEES table. However, after applying the policy, you notice that even users with the
'"ACCOUNTADMIN' role are seeing the masked data, which is not the intended behavior. The intention is that
'"ACCOUNTADMIN' and 'SECURITYADMIN' roles should always see the real salary data'. What is the MOST likely cause of
this issue and what would you suggest fix that?

¢ A. The masking policy is not properly activated. Run the ALTER TABLE EMPLOYEES MODIFY COLUMN SALARY
SET MASKING POLICY salary mask' command again.

¢ B. The 'ACCOUNTADMIN' and roles need to have 'SELECT privilege on the'SNOWFLAKACCOUNT
USAGE.MASKING POLICIES view

e C. The'ACCOUNTADMIW and 'SECURITYADMIIV roles do not have the '"APPLY MASKING POLICY privilege.
Grant this privilege to the roles.

e D. The masking policy does not explicitly exclude the 'ACCOUNTADMIN' and 'SECURITYADMIN' roles. Modify the
masking policy to include a condition that checks for these roles and returns the original value if they are active. e.g., '"CASE
WHEN IN (ACCOUNTADMIN', 'SECURITYADMIN') THEN val ELSE END'

¢ E. The 'ACCOUNTADMIN' role does not have the'OWNERSHIP' privilege on the table. Grant the'OWNERSHIP'
privilege to '"ACCOUNTADMIN' on the 'EMPLOYEES' table.

Answer: D

Explanation:

The most likely cause is that the masking policy doesn't explicitly bypass masking for the ' ACCOUNTADMIN' and
'SECURITYADMIN' roles. Masking policies, by default, apply to all users unless explicitly excluded. The correct fix is to modify
the policy to check for these roles and return the original value if they are active. Options A and D are irrelevant. Ownership isn't
directly related to bypassing masking policies. There is no 'APPLY MASKING POLICY privilege. Option C won't change the
behavior. E is also wrrelevant. Access to 'MASKING POLICIES' view is for monitoring and auditing masking policies, not for

applying them

NEW QUESTION # 272

You have implemented external tokenization for a sensitive data column in Snowflake using a UDF that calls an external API. After
some time, you discover that the external tokenization service is experiencing intermittent outages, causing queries using the
tokenized column to fail. What is the BEST approach to mitigate this issue and maintain data availability while minimizing the risk of



exposing the raw data?

¢ A. Modify the tokenization UDF to cache tokenization mappings locally within the Snowflake environment. When the external
service is unavailable, the UDF can use the cached values.

¢ B. Replicate the tokenized table to another Snowflake region and switch to the replica during outages of the primary region.
The tokenization service is guaranteed to be available in at least one region.

e C. Implement a try-catch block within the UDF. In the catch block, return a pre-defined, non-sensitive default value instead
of attempting to call the external tokenization service. You can't return the raw value.

¢ D. Implement a masking policy on the column that returns the raw data when the tokenization UDF is unavailable, detected by
catching exceptions within the policy logic.

¢ E. Inplement a try-catch block within the UDF. In the catch block, return a pre-defined static token value (same value
always) instead of attempting to call the external tokenization service. You can't return the raw value.

Answer: C

Explanation:

Returning the raw data (option A) defeats the purpose of tokenization. Caching tokenization mappings locally (option C) introduces
security risks and potential data synchronization issues. Replicating the table (option B) doesn't solve the immediate problem of the
tokenization service outage; it only addresses regional disaster recovery. Returning a default, non-sensitive value (option D) maintains
data integrity and avoids exposing sensitive data during outages. Returning the same static token (Option E) for all values could
cause data corruption.

NEW QUESTION # 273

You have a Snowflake stage named that points to an S3 bucket containing JSON log files. You want to create a directory table to
track the files and their metadata’. The log files are continuously being added to the bucket. Which of the following sets of steps is
the MOST efficient way to create and maintain an up-to-date directory table for this stage?

A. Option D
B. Option A
C. OptionE
D. Option B
E. Option C

Answer: A

Explanation:

Option D is the most efficient. While S3 event notifications (option B) can be faster, setting up and maintaining the event notification
infrastructure and ensuring delivery can be complex. only refreshes at creation. There is no REFRESH AUTOMATICALLY or
'AUTO REFRESH clause. Scheduling a Snowflake Task provides a managed and relatively simple way to keep the directory table
up-to-date. The refresh interval for task should be configured for optimal performance.

NEW QUESTION # 274

You are building a data pipeline in Snowflake that uses an external fnction to perform sentiment analysis on custommer reviews
stored in a table named 'CUSTOMER REVIEWS'. The external fnction 'sentiment _analyzer' is hosted on AWS Lambda and
requires an AP key for authentication. You want to ensure that the API key is securely passed to the Lambda function and prevent
unauthorized access. Which of the following approaches represents the MOST secure and recommended method to manage the
APl key?

e A Create a Snowflake secret object to store the API key and reference it in the external function definition using the "USING'
clause and 'SYSTEMSGET SECRET function.

B. Embed the API key directly into the AWS Lambda function's environment variables, avoiding any transmission from
Snowflake.

e C. Store the API key in a Snowflake table with restricted access and retrieve it within the external fimction's logic.

D. Pass the API key as a parameter to the external function each time it is called.

E. Store the API key directly in the external function definition as a string literal within the 'AS' clause.

Answer: A

Explanation:



Storing the API key directly in the fimction definition (A) or passing it as a parameter (B) exposes the key. Storing it in a table (D) is
also less secure than using Snowflake secrets. While embedding the API key into the AWS Lambda function's environment variables
(E) mproves security, it doesn't address securing the key during transmission from Snowflake and offers no auditability. The most
secure approach is to use a Snowflake secret object (C) to store the API key securely and reference it in the external function
definition using the clause and 'SYSTEMS$GET SECRET function. This method provides encryption at rest and in transit and allows
for centralized management and auditing of secrets.

NEW QUESTION # 275
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