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professionals are in high demand and can command higher salaries than their non-certified peers.

Amazon AWS Certified Advanced Networking Specialty Exam Sample
Questions (Q15-Q20):
NEW QUESTION # 15 
A global company is designing a hybrid architecture to privately access AWS resources in the us-west-2 Region. The company's
existing architecture includes a VPC that uses RFC 1918 IP address space. The VPC is connected to an on-premises data center
over AWS Direct Connect Amazon Route 53 provides name resolution within the VPC. Locally managed DNS servers in the data
center provide DNS services to the on- premises hosts.
The company has applications in the data center that need to download objects from an Amazon S3 bucket in us-west-2.
Which solution can the company use to access Amazon S3 without using the public IP address space?

A. Create an S3 interface endpoint in the VPC. Configure a Route 53 Resolver inbound endpoint in the VPC. Set up the data
center DNS servers to forward DNS queries for the S3 domain from on premises to the inbound endpoint.
B. Create an S3 gateway endpoint in the VPC. Update the on-premises application configuration to use the hostname that is
mapped to the S3 gateway endpoint.
C. Create an S3 gateway endpoint in the VPC. Configure a Route 53 Resolver inbound endpoint in the VPC. Set up the data
center DNS servers to forward DNS queries for the S3 domain from on premises to the inbound endpoint.
D. Create an S3 interface endpoint in the VPC. Update the on-premises application configuration to use the Regional VPC
endpoint DNS hostname that is mapped to the S3 interface endpoint.

Answer: B

NEW QUESTION # 16 
A company is planning to use Amazon S3 to archive financial dat
a. The data is currently stored in an on-premises data center. The company uses AWS Direct Connect with a Direct Connect
gateway and a transit gateway to connect to the on-premises data center. The data cannot be transported over the public internet
and must be encrypted in transit.
Which solution will meet these requirements?

A. Create a Direct Connect public VIF. Set up an IPsec VPN connection over the public VIF to the transit gateway. Create
an attachment for Amazon S3. Use HTTPS for communication.
B. Create a VPC and attach the VPC to the transit gateway. In the VPC, provision an interface VPC endpoint for Amazon
S3. Use HTTPS for communication.
C. Create an IPsec VPN connection over the transit VIF. Create a VPC and attach the VPC to the transit gateway. In the
VPC, provision an interface VPC endpoint for Amazon S3. Use HTTPS for communication.
D. Create a Direct Connect public VIF. Set up an IPsec VPN connection over the public VIF to access Amazon S3. Use
HTTPS for communication.

Answer: C

Explanation:
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
An IPsec VPN connection over the transit VIF can encrypt traffic between the on-premises network and AWS without using public
IP addresses or the internet2. A VPC endpoint for Amazon S3 can enable private access to S3 buckets within the same region.
HTTPS can provide additional encryption for communication.

NEW QUESTION # 17 
A company has a public application. The application uses an Application Load Balancer (ALB) that has a target group of Amazon
EC2 instances.
The company wants to protect the application from security issues in web requests. The traffic to the application must have end-to-
end encryption.
Which solution will meet these requirements?

A. Configure a third-party certificate on the EC2 instances for the communication between the ALB and the EC2 instances.
Import the third-party certificate into AWS Certificate Manager (ACM).Associate the imported certificate with the ALB.
Configure TLS connections to terminate at the ALB. Configure an AWS WAF web ACL. Associate the web ACL with the



ALB.
B. Configure TLS connections to terminate at the ALB that uses a public certificate. Configure AWS Certificate Manager
(ACM) certificates for the communication between the ALB and the EC2 instances. Configure an AWS WAF web ACL.
Associate the web ACL with the ALB.
C. Configure a Network Load Balancer (NLB) that has a target group of the existing EC2 instances.
Configure TLS connections to terminate on the EC2 instances that use a public certificate.
Configure an AWS WAF web ACL. Associate the web ACL with the NLB.
D. Configure a Network Load Balancer (NLB) that has a target group of the existing EC2 instances.
Configure TLS connections to terminate at the EC2 instances by creating a TLS listener. Configure self-signed certificates on
the EC2 instances for the communication between the NLB and the EC2 instances. Configure an AWS WAF web ACL.
Associate the web ACL with the NLB.

Answer: A

NEW QUESTION # 18 
Which type of firewall dynamically allows return traffic?
Response:

A. Security Group
B. Stateless Firewall
C. Network ACL

Answer: A

NEW QUESTION # 19 
Your network utilizes jumbo frames on its servers and your router. You are trying to access your AWS resources, and you are
having issues with packet loss. What is the best solution?
Response:

A. Remove the "Do not Fragment" flag on the packets.
B. You will have to upgrade to Direct Connect.
C. Call AWS support.
D. Lower the MTU for your network.

Answer: A

NEW QUESTION # 20
......
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