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You have a Microsoft 36S tenant.
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You create a named location named HighRiskCountries that contains a list of high-risk countries.

You need to limit the amount of time a user can stay authenticated when connecting from a high-risk country.

‘What should you configure in a conditional access policy? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer Area i

m Microsoft

Configure HighfiskCawntries by using: [a doud app or action
! i 1] A condition

||'-I : ¥ A grant control

1l A wessaon coniral

EUI'I'IQII.IH'.‘ Sign-n frequency by using: | A doud app or action
A condition

A grant control

A session conirol

ER:
fR B B «
Configure High ml‘lﬂﬁ by using: |A doud a or action
. \ ra‘\ cunamon I
\ L A grant control
w A session controal
ure Sign-in frequency by using: A cloud app or action
| _Lcan o *
& Mg rosoft
\l A - - s10n control
Reference:

https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/location-condition
https:/docs.microsoft.com/en-us/azure/active-directory/conditional-access/concept-conditional-access-session

8 #180
You have an Azure Active Directory (Azure AD) tenant that contains the objects shown in the following table.

Pty | Menaged wentity }

_\iﬂﬁcﬁ_(-)bj-ects can you add as eligible in Azure Privileged identity Management (PIM) for an Azure AD role?

R T

A. Userl and Guest! only

B. Userl only

C. Userl. Guestl, and Identity
D. Userl and Identityl only

BEE: A

fRRER A

According to the Microsoft SC-300: Identity and Access Administrator Study Guide and official Microsoft Learn content under
"Manage Azure AD roles in Privileged Identity Management (PIM)", Azure AD Privileged Identity Management (PIM) allows
organizations to assign eligible roles to users who need on- demand admnistrative access.

The official documentation specifies the following;

* User accounts (members of the tenant) can be added as eligible for Azure AD roles.

* Guest users (B2B collaboration users) can also be added as eligible for Azure AD roles, provided they exist in the Azure AD
directory and are properly nvited.

* Managed identities, however, cannot be assigned Azure AD directory roles. Managed identities are designed for service-to-
service authentication within Azure resources and cannot perform administrative directory fimctions in Azire AD. They are used with
Aazure resources such as Virtual Machines, Logic Apps, or Azure Functions - not with Azire AD administrative roles.

From Microsoft documentation:

"Privileged Identity Management (PIM) supports user and guest accounts for eligible role assignment.

Managed identities cannot be assigned Azure AD directory roles."
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You have a new Microsoft 365 tenant that uses a domain name of contoso.onmicrosoft.com

You register the name contoso.com with a domain registrar.

You need to use contoso.comas the default domain name for new Microsoft 365 users.

‘Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Actions Answer Area

‘ Delete the contoso.onmicrosoft.com domain.

’ Register a custom domain name of contoso.com. ‘

‘ Set the domain to primary. @ @

‘ Create a new TXT record in DNS. ‘

l Verify the domain name. \

Answer Area

Register a custom domain name of ...

ngga;g a ngw_r_]:)(T record in DNS.

Verify the domain name.

Set the domain to primary.

1 - Register a custom domain name of ...

2 - Create a new TXT record in DNS.

3 - Verify the domain name.

4 - Set the domain to primary.

Reference:
https://practical365.conyconfigure-a-customdomain-in-office-365/
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You have an Azure subscription that contains a virtual machine named VM1. VM1 has the following configurations:

* Private [P address: 172.16.1.5

* Public IP address 101l.143.16U5

* Systemrassigned managed identity status: On

You install an app named Appl on VM1.

Youneed to configure App1 to request a managed identity app-only access token. Which IP address should App1 use for the
request?

A 127.0.0.1

B. 172.1615

C. 169.254.169.254
D. 108.143.161.25

ER: C
SRR «



‘When an application running on an Azure VM needs to authenticate using its systemr-assigned managed identity, it must request a
token from the Azure Instance Metadata Service (IMDS). This service is accessible via a non-routable IP address -
169.254.169.254.

The correct request URI pattern is:

http//169.254.169.254/metadata/identity/oauth2/token

This IP is used exclusively by Azure VM to securely obtain tokens for managed identities without requiring credentials in the code.
Microsoft's documentation specifies:

"Applications running on Azure resources can request tokens from the Azure Instance Metadata Service (IMDS) endpoint at
169.254.169.254." Other options:

*127.0.0.1 - loopback address (not used for IMDS)

*108.143.161.25 - external public IP (irrelevant)

*172.16.1.5 - private VM IP, not used for token requests

i RE #183

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
Teview screen.

You have a Microsoft 365 tenant.

You have 100 IT administrators who are organized into 10 departments.

You create the access review shown in the exhibit. (Click theExhibittab. )



Create an access review

Access reviews allow reviewers to attest to whether users still need to be in a role.

Review name * [ Admin review o |

Description () '

Start date * 12/18/2020 a

Frequency | Monthly v |

P Mierosoft————-—0-—) > —-—-- (1]

o G i e, O

Number of times 0 \

End date 01/17/2021 ]

Users

Scope .\ Everyone o

Review role membership p@and eligible) *
Application Adm ran others

Reviewers

Reviewers I (Preview) Manager L. |

(Preview) Fallback reviewers (0
Megan Bowen

v Upon completion settings

You discover that all access review requests are received by Megan Bowen.

Youneed to ensure that the manager of each department receives the access reviews of their respective department.
Solution: You add each manager as a fallback reviewer.

Does this meet the goal?

e A Yes
e B.No

Z%: B

SRR
Reference:
httpsz/docs.microsoft.conven-us/azure/active-directory/governance/create-access-review
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