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Scenario 3: Socket Inc is a telecommunications company offering mainly wireless products and services. It uses MongoDB. a
document model database that offers high availability, scalability, and flexibility.
Last month, Socket Inc. reported an information security incident. A group of hackers compromised its MongoDB database,
because the database administrators did not change its default settings, leaving it without a password and publicly accessible.
Fortunately. Socket Inc. performed regular information backups in their MongoDB database, so no information was lost during the
incident. In addition, a syslog server allowed Socket Inc. to centralize all logs in one server. The company found out that no
persistent backdoor was placed and that the attack was not initiated from an employee inside the company by reviewing the event
logs that record user faults and exceptions.
To prevent similar incidents in the future, Socket Inc. decided to use an access control system that grants access to authorized
personnel only. The company also implemented a control in order to define and implement rules for the effective use of
cryptography, including cryptographic key management, to protect the database from unauthorized access The implementation was
based on all relevant agreements, legislation, and regulations, and the information classification scheme. To improve security and
reduce the administrative efforts, network segregation using VPNs was proposed.
Lastly, Socket Inc. implemented a new system to maintain, collect, and analyze information related to information security threats,
and integrate information security into project management.
Can Socket Inc. find out that no persistent backdoor was placed and that the attack was initiated from an employee inside the
company by reviewing event logs that record user faults and exceptions? Refer to scenario 3.

A. No, Socket Inc. should have reviewed all the logs on the syslog server
B. Yes. Socket Inc. can find out that no persistent backdoor was placed by only reviewing user faults and exceptions logs
C. No, Socket Inc should also have reviewed event logs that record user activities

Answer: C

NEW QUESTION # 219 
Scenario 7: InfoSec is a multinational corporation headquartered in Boston, MA, which provides professional electronics, gaming,
and entertainment services. After facing numerous information security incidents, InfoSec has decided to establish teams and
implement measures to prevent potential incidents in the future Emma, Bob. and Anna were hired as the new members of InfoSec's
information security team, which consists of a security architecture team, an incident response team (IRT) and a forensics team
Emma's job is to create information security plans, policies, protocols, and training to prepare InfoSec to respond to incidents
effectively Emma and Bob would be full-time employees of InfoSec, whereas Anna was contracted as an external consultant.
Bob, a network expert, will deploy a screened subnet network architecture This architecture will isolate the demilitarized zone
(OMZ) to which hosted public services are attached and InfoSec's publicly accessible resources from their private network Thus,
InfoSec will be able to block potential attackers from causing unwanted events inside the company's network. Bob is also
responsible for ensuring that a thorough evaluation of the nature of an unexpected event is conducted, including the details on how
the event happened and what or whom it might affect.
Anna will create records of the data, reviews, analysis, and reports in order to keep evidence for the purpose of disciplinary and
legal action, and use them to prevent future incidents. To do the work accordingly, she should be aware of the company's
information security incident management policy beforehand Among others, this policy specifies the type of records to be created,
the place where they should be kept, and the format and content that specific record types should have.
Based on this scenario, answer the following question:
Based on his tasks, which team is Bob part of?

A. Incident response team
B. Forensics team
C. Security architecture team

Answer: A

Explanation:
Based on his tasks, Bob is part of the incident response team (IRT) of InfoSec. According to ISO/IEC 27035-
2:2023, the IRT is a team of appropriately skilled and trusted members of an organization that responds to and resolves incidents in
a coordinated way1. One of the tasks of the IRT is to conduct an evaluation of the nature of an unexpected event, including the
details on how the event happened and what or whom it might affect1.
This is consistent with Bob's responsibility of ensuring that a thorough evaluation of the nature of an unexpected event is conducted.
Therefore, Bob belongs to the incident response team.

NEW QUESTION # 220 
Scenario 5: Evergreen



Evergreen is undergoing ISMS implementation. In their structure, there exists an Information Security Committee (ISC), which leads
and governs security operations.
Question:
Can the information security committee at Evergreen take on the role of the emergency committee in the event of a major incident?

A. Yes - can assume the role of the emergency committee in the event of a major incident
B. No - only the steering committee can assume the role of the emergency committee
C. No - no one should assume the role of the emergency committee to prevent the mismanagement of major incidents

Answer: A

Explanation:
ISO/IEC 27002:2022 Clause 5.17 - Information Security in Project Management, and Clause 5.2 - Roles and Responsibilities,
support role flexibility provided responsibilities are clear and documented.
Thesame groupcan assume multiple roles, provided:
* The roles are defined
* Competency is proven
* There is no conflict of interest
It's acceptable and sometimes encouraged for an established, competent committee like the ISC to assume emergency roles during
incidents, enhancing response efficiency.

NEW QUESTION # 221 
We can acquire and supply information in various ways. The value of the information depends on whether it is reliable. What are the
reliability aspects of information?

A. Availability, Information Value and Confidentiality
B. Availability, Integrity and Completeness
C. Availability, Integrity and Confidentiality
D. Timeliness, Accuracy and Completeness

Answer: C

NEW QUESTION # 222 
In addition to leading the new project involving sensitive client data, what is Sarah's role within the company? Refer to scenario 6.
Scenario 6: CB Consulting iS a reputable firm based in Dublin, Ireland. providing Strategic business Solutions to diverse clients,
With a dedicated team Of professionals, CB Consulting prides itself on its commitment to excellence, integrity, and client satisfaction.
CB Consulting started implementing an ISMS aligned with ISOflEC 27001 as part of its ongoing commitment to enhancing its
information security practices. Throughout this process, ensuring effective communication and adherence to establi Shed security
protocols is essential.
Sarah, an employee at CB has been appointed as the head Of a new project focused on managing sensitive client data, Additionally,
she is responsible for Overseeing activities during the response phase of incident management, including regular reporting to the
incident manager of the incident management team and keeping key stakeholders informed. Meanwhile, CB Consulting has
reassigned Tom to serve as the company's legal consultant.
CB Consulting has also reassigned Clare. formerly an IT security analyst, as their information security officer to oversee the
implementation Of the ISMS and ensure compliance with ISO/IEC 27001. Clare's primary responsibility iS to conduct regular risk
assessments. identlfy potential vulnerabilities, and implement appropriate Security measures to mitigate risks effectively. Clare has
established a procedure Stating that information security risk assessments are conducted only when significant changes occur. playing
a crucial role in strengthening the companys security posture and safeguarding against potential threats.
TO ensure it has a Competent workforce to meet information security Objectives, CB Consulting has implemented a process to and
verify that all employees, including Sarah, Tom, and Clare, possess the necessary competence based on their education. training, or
experience. Where gaps were identified, the company has taken specific actions such as providing additional training and mentoring.
Additionally, CB Consulting retains documented information as evidence of the competencies requ.red and acquired.
CB Consulting has established a robust communication strategy aligned with industry standards to ensure secure and effective
information exchange. It identified the requirements for communication on relevant issues. First, the company designated specific
toles. Such as a public relations officer for external communication and a Security officer for internal matters, to manage sensitive
issues like data breaches. Then.
communication triggers, content. and recipients were carefully defined. with messages pre-approved by management where
necessary. Lastly, dedicated channels were implemented to ensure the confidentiality and integrity of transmitted information.



Based on the scenario above, answer the following question.
CB Consulting prioritizes transparent and Substantive communication practices to foster trust, enhance Stakeholder engagement, and
reinforce its commitment to information security excellence. Which principle of effective communication is emphasized by this
approach?
Transparency

A. Incident manager
B. Incident coordinator
C. CSIRT

Answer: B

NEW QUESTION # 223
......
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