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H #193
What is a dependency for the functionality of signature-based malware detection?

A. Support ofa DLP device

B. Enabling quality of service

C. Frequent database updates

D. API integration with a sandbox

EfE: C

AR -
Signature-based malware detection relies on a constantly updated database of known threat signatures to identify malicious files or
activity. Without frequent updates, it becomes ineffective against newly emerging threats.
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M #194
‘Which two workflows are improved by integrating SIEMs with other security solutions? (Choose two.)

A. Incident response

B. Log normalization

C. Initial security team training
D. Hardware procurement

Eﬁ: A\ B

iR

Log normalization - SIEMs standardize log formats from various sources, making it easier to analyze and correlate security events.
Incident response - Integration enables faster detection, investigation, and automated or guided response to security incidents by
using correlated data from multiple tools.

Hardware procurement and security team training are not directly influenced by SIEM integration.

H #195
Which NGFW feature is used to provide continuous identification, categorization, and control of known and previously unknown
SaaS applications?

A. Content-1D
B. Device-ID
C. User-ID
D. App-1D

Ef#: D

A :

App-ID™ technology leverages the power of the broad global community to provide continuous identification, categorization, and
granular risk-based control of known and previously unknown SaaS applications, ensuring new applications are discovered
automatically as they become popular.

B #196

How does Prisma SaaS provide protection for Sanctioned SaaS applications?

A. Prisma access uses Uniform Resource Locator (URL) Web categorization to provide protection and sharing visibility

B. Prisma SaaS connects to an organizations internal print and file sharing services to provide protection and sharing visibility
C. Prisma SaaS does not provide protection for Sanctioned SaaS applications because they are secure

D. Prisma SaaS connects directly to sanctioned external service providers SaaS application service to provide protection and

sharing visibility
IEf#: D
e e«

Prisma SaaS connects directly to the applications themselves, therefore providing continuous silent monitoring of the risks within the
sanctioned SaaS applications, with detailed visibility that is not possible with traditional security solutions.

HA #197
SecOps consists of nterfaces, visibility, technology, and which other three elements? (Choose three.)

A. Understanding
B. Processes

C. Accessibility
D. Business

E. People

IFf#: B. D. E



fEERA -

The six pillars include:

1. Business (goals and outcomnes)

2. People (who will perform the work)

3. Interfaces (external functions to help achieve goals)

4. Visibility (information needed to accomplish goals)

5. Technology (capabilities needed to provide visibility and enable people)

6. Processes (tactical steps required to execute on goals)

All elements must tie back to the business itself and the goals of the security operations
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