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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps 300-215 Prüfungsfragen mit Lösungen (Q84-
Q89):
84. Frage 
Which two tools conduct network traffic analysis in the absence of a graphical user interface? (Choose two.)

A. NetworkDebuggerPro
B. TCPdump
C. Network Extractor
D. Wireshark
E. TCPshark

Antwort: B,E

Begründung:
* TCPdumpis a CLI-based packet capture tool that is widely used for real-time traffic inspection and analysis on Unix/Linux
systems.
* TCPsharkis a variant CLI tool used similarly for packet analysis.
AlthoughWiresharkis a powerful network protocol analyzer, it requires a GUI. Therefore, it is not suitable for environments without a
graphical interface.

85. Frage 
Drag and drop the capabilities on the left onto the Cisco security solutions on the right.
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Antwort:

Begründung:

86. Frage 
A security team detected an above-average amount of inbound tcp/135 connection attempts from unidentified senders. The security
team is responding based on their incident response playbook. Which two elements are part of the eradication phase for this
incident? (Choose two.)

A. intrusion prevention system
B. centralized user management
C. anti-malware software
D. data and workload isolation
E. enterprise block listing solution

Antwort: A,B

87. Frage 
A scanner detected a malware-infected file on an endpoint that is attempting to beacon to an external site. An analyst has reviewed
the IPS and SIEM logs but is unable to identify the file's behavior. Which logs should be reviewed next to evaluate this file further?

A. email security appliance
B. DNS server
C. network device
D. Antivirus solution

Antwort: D

Begründung:
If IPS and SIEM logs do not give enough insight into a file's behavior, the next logical step is to review the Antivirus solutionlogs.
These logs often provide detailed behavior analytics such as:
* File actions and access patterns
* Registry modifications
* File execution history
The Cisco CyberOps guide emphasizes AV logs as critical forensic artifacts for understanding endpoint-based infections, especially
when beaconing or suspicious activity is suspected.

88. Frage 
A security team is discussing lessons learned and suggesting process changes after a security breach incident.
During the incident, members of the security team failed to report the abnormal system activity due to a high project workload.
Additionally, when the incident was identified, the response took six hours due to management being unavailable to provide the
approvals needed. Which two steps will prevent these issues from occurring in the future? (Choose two.)

A. Conduct a risk audit of the incident response workflow.
B. Provide phishing awareness training for the full security team.
C. Automate security alert timeframes with escalation triggers.
D. Introduce a priority rating for incident response workloads.
E. Create an executive team delegation plan.

Antwort: D,E

Begründung:
According to theCyberOps Technologies (CBRFIR) 300-215 study guide, during thepost-incident activity phase, it is critical to
analyze lessons learned and update processes to ensure quicker and more efficient response in the future. Specifically:
* Introducing a priority rating for incident response workloads(A) helps address the issue of team members being occupied with
other tasks and unable to prioritize abnormal system activity. This ensures incidents are handled based on severity, not just
workload.
* Creating an executive team delegation plan(D) addresses the issue of delays due to unavailability of management for approvals. It



ensures alternative decision-makers are available for swift action.
These strategies are based on the NIST SP 800-61 Rev. 2 recommendations and are highlighted in the Cisco guide's post-incident
activity phase (page 418), which emphasizeslessons learnedand how to reduce detection and response times for future incidents.
Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter: Dealing with Incident Response, Post-Incident
Activity, page 418.

89. Frage
......
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