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ISA/IEC 62443 Cybersecurity Fundamentals Specialist Sample Questions
(Q45-Q50):
NEW QUESTION # 45 
Which standard is recognized as part of the NIST CSF Informative References?

A. ISO 9001
B. PCI DSS
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C. ISA/IEC 62443
D. COBIT 5

Answer: C

Explanation:
ISA/IEC 62443 is listed as an "Informative Reference" in the NIST Cybersecurity Framework (CSF). The NIST CSF provides
cross-references to a number of standards and guidelines, including ISO/IEC 27001, NIST SP 800-53, and ISA/IEC 62443, to
help organizations implement cybersecurity controls using globally recognized frameworks tailored for industrial and critical
infrastructure environments.
Reference: NIST Cybersecurity Framework v1.1, Appendix A (Informative References Table); NIST CSF online informative
references mapping tool.

NEW QUESTION # 46 
Which analysis method is MOST frequently used as an input to a security risk assessment?
Available Choices (select all choices that are correct)

A. System Safety Analysis (SSA)
B. Process Hazard Analysis (PHA)
C. Failure Mode and Effects Analysis
D. Job Safety Analysis

Answer: B

Explanation:
A Process Hazard Analysis (PHA) is a systematic method of identifying and evaluating the potential hazards associated with an
industrial process. A PHA can help to identify the sources of cyber threats, the consequences of cyber incidents, and the existing
safeguards and mitigation measures. A PHA is most frequently used as an input to a security risk assessment because it provides a
comprehensive and structured overview of the process and its risks, which can then be used to determine the security level targets
and security countermeasures for the industrial automation and control system (IACS). A PHA can also help to align the security
objectives with the safety objectives of the process, and to ensure that the security measures do not compromise the safety or
operability of the process. References:
ISA/IEC 62443 Standards to Secure Your Industrial Control System, page 10 Using the ISA/IEC 62443 Standard to Secure Your
Control System, page 17

NEW QUESTION # 47 
Which is the implementation of PROFIBUS over Ethernet for non-safetv-related communications?
Available Choices (select all choices that are correct)

A. PROF1SAFE
B. PROFIBUS DP
C. PROFIBUS PA
D. PROFINET

Answer: D

NEW QUESTION # 48 
Which layer in the Open Systems Interconnection (OSI) model would include the use of the File Transfer Protocol (FTP)?
Available Choices (select all choices that are correct)

A. Data link layer
B. Transport layer
C. Session layer
D. Application layer

Answer: D

Explanation:



The File Transfer Protocol (FTP) is an application layer protocol that moves files between local and remote file systems. It runs on
top of TCP, like HTTP. To transfer a file, 2 TCP connections are used by FTP in parallel: control connection and data connection.
The control connection is used to send commands and responses between the client and the server, while the data connection is
used to transfer the actual file. FTP is one of the standard communication protocols defined by the TCP/IP model and it does not fit
neatly into the OSI model. However, since the OSI model is a reference model that describes the general functions of each layer,
FTP can be considered as an application layer protocol in the OSI model, as it provides user services and interfaces to the network.
The application layer is the highest layer in the OSI model and it is responsible for providing various network services to the users,
such as email, web browsing, file transfer, remote login, etc.
The application layer interacts with the presentation layer, which is responsible for data formatting, encryption, compression, etc. The
presentation layer interacts with the session layer, which is responsible for establishing, maintaining, and terminating sessions between
applications. The session layer interacts with the transport layer, which is responsible for reliable end-to-end data transfer and flow
control. The transport layer interacts with the network layer, which is responsible for routing and addressing packets across different
networks. The network layer interacts with the data link layer, which is responsible for framing, error detection, and medium access
control. The data link layer interacts with the physical layer, which is responsible for transmitting and receiving bits over the physical
medium. References:
* File Transfer Protocol (FTP) in Application Layer1
* FTP Protocol2
* What OSI layer is FTP?3

NEW QUESTION # 49 
Which characteristic is MOST closely associated with the deployment of a demilitarized zone (DMZ)?
Available Choices (select all choices that are correct)

A. Internet access through the firewall is allowed.
B. Level 4 systems must use the DMZ to communicate with Level 3 and below.
C. Level 0 can only interact with Level 1 through the firewall.
D. Email is prevented, thereby mitigating the risk of phishing attempts.

Answer: A

Explanation:
In cybersecurity, a demilitarized zone (DMZ) refers to a physical or logical subnetwork that contains and exposes an organization's
external-facing services to an untrusted network, typically the internet. The main characteristic of a DMZ is that it acts as a buffer
zone between the public internet and the private network.
This allows for internet access through the firewall while keeping the internal network secure. Internet-facing servers are placed in the
DMZ so that they are separated from the rest of the internal network. By doing so, if a server in the DMZ is compromised, the
attacker would not have direct access to the internal network. This architecture is commonly used to host services such as web
servers, mail servers, and FTP servers. Choice C is the most closely associated with the deployment of a DMZ as it allows for
regulated and monitored internet access through a firewall.
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