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Fortinet FCP_FAZ AN-7.4 Exam Syllabus Topics:

Topic

Details

Topic 1

Logging: Candidates will learn about logging mechanisis, log analysis, and gathering log statistics to
effectively monitor security events and incidents.

Topic 2

Features and Concepts: This section of the exam measures the skills of Fortinet Security Analysts and
covers the findamental concepts of FortiAnalyzer.

Topic 3

Reports: This section evaluates the skills of Fortinet Security Analysts in managing reports within
FortiAnalyzer. Candidates will learn to create, troubleshoot, and optimize reports to ensure accurate data
presentation and insights for security analysis.

Topic 4

SOC Events and Incident Management: This domain targets Fortinet Network Analysts and focuses on
managing security operations center (SOC) events. Candidates will explain SOC features on
FortiAnalyzer, manage events and incidents, and understand the incident lifecycle to enhance incident
response capabilities.

Topic 5

Playbooks: This domain measures the skills of Fortinet Network Analysts in creating and managing
playbooks. Candidates will explain playbook components and develop workflows that autonate response
to security incidents, improving operational efficiency in SOC environments.

Fortinet FCP - FortiAnalyzer 7.4 Analyst Sample Questions (Q54-Q59):

NEW QUESTION # 54
What is required to authorize a FortiGate on FortiAnalyzer using Fabric authorization?

Answer: B

A. The FortiGate serial number
B. Valid FortiAnalyzer credentials
C. A pre-shared key

D. A FortiGate ADOM

NEW QUESTION # 55
How can you configure FortiAnalyzer to permit administrator logins from only specific locations?

Answer: A

A. Use trusted hosts

B. Use static routes

C. Use administrative profiles
D. Use secure protocols

NEW QUESTION # 56
How do you restrict an administrator's access to a subset of your organization's ADOMs?

e A. Set the ADOM mode to Advanced
¢ B. Configure trusted hosts
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e C. Assign the ADOMs to the administrator's account
e D. Assign the default Super User administrator profile

Answer: C

NEW QUESTION # 57
Which two methods can you use to send notifications when an event occurs that matches a configured event handler? (Choose two.)

A. Send SNMP trap

B. Send Alert through FortiSIEM MEA
C. Send SMS notification

D. Send Alert through Fabric Connectors

Answer: A,C

Explanation:

In FortiAnalyzer, event handlers can be configured to trigger specific notifications when an event matches defined criteria. These
notifications are designed to alert administrators in real time about critical events.

Option B - Send SNMP Trap:

FortiAnalyzer supports sending SNMP traps as one of the notification methods when an event matches an event handler. This allows
mtegration with SNMP-enabled network management systens, which can then trigger further alerts or actions based on the trap
received.

Conclusion: Correct.

Option C - Send SMS Notification:

FortiAnalyzer also supports SMS notifications, enabling alerts to be sent via SMS to predefined recipients. This method is useful for
administrators who require immediate alerts but may not have access to email or other notification systems at all times.
Conclusion: Correct.

Option A - Send Alert through Fabric Connectors:

While Fabric Connectors allow FortiAnalyzer to interact with other parts of the Security Fabric, they are primarily used for data
sharing and automation rather than directly for sending alerts or notifications.

Conclusion: Incorrect.

Option D - Send Alert through FortiSIEM MEA:

FortiSIEM integration allows for data sharing and further analysis within the Fortinet ecosystem, but it does not directly act as a
notification method from FortiAnalyzer itself.

Conclusion: Incorrect.

Conclusion:

Correct Answe 1 : B. Send SNMP trap and C. Send SMS notification

These options represent valid notification methods for FortiAnalyzer's event handler configuration.

Reference:

FortiAnalyzer 7.4.1 documentation on event handler configuration and available notification methods.

NEW QUESTION # 58
What is the purpose of playbook trigger variables?

A. To use information from the trigger to filter the action in a task

B. To display statistics about the playbook runtime

C. To provide the trigger information to make the playbook start running
D. To store the start the times of playbooks with On_Schedule triggers

Answer: B

NEW QUESTION # 59
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