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Amazon AWS Certified Advanced Networking Specialty (ANS-C00) Exam
Sample Questions (Q124-Q129):
NEW QUESTION # 124 
You have many IAM users with the ability to create EC2 volumes. Most of the data your team works with is sensitive, so you would
like to make sure all volumes are encrypted. How might you facilitate this requirement?

A. Create an AWS KMS policy and attach it to all IAM users that can create EC2 volumes
B. Set EC2 to notify creators to encrypt their EC2 volumes.
C. Use AWS Config to send out reminders to IAM users every time they create an EC2 volume.
D. Use AWS Config and create a rule that requires all volumes, upon creation, be encrypted.
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Answer: D

Explanation:
AWS Config is used to evaluate the configuration settings of many AWS resources. When an EC2 volume in created, AWS Config
can evaluate the volume against a rule that requires volumes to be encrypted. If the volume is not encrypted, AWS Config flags the
volume and the rule as noncompliant.
Reference: http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html

NEW QUESTION # 125 
After setting an AWS Direct Connect, which of the following cannot be done with an AWS Direct Connect Virtual Interface?

A. You can change the region of your virtual interface.
B. You can delete a virtual interface; if its connection has no other virtual interfaces, you can delete the connection.
C. You can exchange traffic between the two ports in the same region connecting to different Virtual Private Gateways
(VGWs) if you have more than one virtual interface.
D. You can create a hosted virtual interface.

Answer: C

Explanation:
You must create a virtual interface to begin using your AWS Direct Connect connection. You can create a public virtual interface to
connect to public resources or a private virtual interface to connect to your VPC. Also, it is possible to configure multiple virtual
interfaces on a single AWS Direct Connect connection, and you'll need one private virtual interface for each VPC to connect to.
Each virtual interface needs a VLAN ID, interface IP address, ASN, and BGP key. To use your AWS Direct Connect connection
with another AWS account, you can create a hosted virtual interface for that account. These hosted virtual interfaces work the same
as standard virtual interfaces and can connect to public resources or a VPC.
Reference:
http://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.
html

NEW QUESTION # 126 
An organization is deploying an application in a VPC that requires SSL mutual authentication with a client-side certificate, as that is
the primary method of identifying clients. The Network Engineer has been tasked with defining the mechanism used within AWS to
provide the SSL mutual authentication.
Which of the following options meets the organization's requirements?

A. Front the application with Amazon API Gateway, and use its client-side SSL mutual authentication feature that uses the
backend instances to verify the source of the request.
B. Use a Classic Load Balancer and upload the client certificate private keys to it. Perform SSL mutual authentication of the
client-side certificate there.
C. Use a Network Load Balancer with a TCP listener on port 443, and pass the request through for the SSL mutual
authentication to be handled by a backend instance.
D. Use an Application Load Balancer and upload the client certificate private keys to it by using the native server name
indication (SNI) features with smart certificate selection to handle multiple calling applications.

Answer: C

Explanation:
References:

NEW QUESTION # 127 
Your company needs to leverage Amazon Simple Storage Solution (S3) for backup and archiving. According to company policy,
data should not flow on the public Internet even if data is encrypted. You have set up two S3 buckets in us-east-1 and us-west-2.
Your company data center is located on the West Coast of the United States. The design must be cost-effective and enable minimal
latency.
Which design should you set up?

A. An AWS Direct Connect connection to us-west-2 and a VPN connection to us-east-1.



B. An AWS Direct Connect connection to us-west-2.
C. An AWS Direct Connect connection to us-east-1 and a Direct Connect connection to us-west-2.
D. An AWS Direct Connect connection to us-east-1.

Answer: B

NEW QUESTION # 128 
A company has two redundant AWS Direct Connect connections to a VPC. The VPC is configured using BGP metrics so that one
Direct Connect connection is used as the primary traffic path. The company wants the primary Direct Connect connection to fail to
the secondary in less than one second.
What should be done to meet this requirement?

A. Enable Dead Peer Detection (DPD) on the company's router with a detection minimum interval of 300 ms and a DPD
liveliness detection multiplier of 3.
B. Enable Bidirectional Forwarding Detection (BFD) echo mode on the company's router and disable sending the Internet
Control Message Protocol (ICMP) IP packet requests.
C. Configure BGP on the company's router with a keep-alive to 300 ms and the BGP hold timer to 900 ms.
D. Enable Bidirectional Forwarding Detection (BFD) on the company's router with a detection minimum interval of 300 ms
and a BFD liveness detection multiplier of 3.

Answer: D

Explanation:
https://aws.amazon.com/premiumsupport/knowledge-center/enable-bfd-direct-connect/

NEW QUESTION # 129
......
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