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Priifungsfragen mit Losungen (Q75-Q80):

75. Frage
Which security concept requires continuous identity and authorization checks to allow access to data?

e A Secret management
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¢ B. Traffic inspection
e C. Zero trust
¢ D. Intrusion prevention

Antwort: C

Begriindung;

TheZero Trustsecurity model assumes that no user, device, or application should be trusted by default, whether inside or outside the
network perimeter. Every access request must be continuously verified using strict identity, authorization, and context-based checks.
Unlike traditional perimeter security, Zero Trust emphasizes the principle of "never trust, always verify." Traffic inspection looks at
data packets, intrusion prevention identifies malicious activity, and secret management safeguards sensitive keys and credentials.
None of these approaches enforce constant, adaptive identity verification the way Zero Trust does.

By adopting Zero Trust, organizations ensure that access is not granted simply because a user is "inside" the network. Instead,
continuous checks evaluate credentials, device posture, location, and other risk factors. This significantly reduces the risk of insider
threats, credential theft, and lateral movement within cloud environments.

76. Frage
As part of an e-discovery process, an employee needs to identify all documents that contain a specific phrase.
Which type of discovery method should the employee use to identify these documents?

A. Metadata-based
B. Location-based
C. Content-based
D. Label-based

Antwort: C

Begrindung;

Content-based discoveryinvolves searching within the actual text or binary content of documents to find matches for keywords,
phrases, or patterns. In e-discovery, when the requirenment is to locate documents containing a specific phrase, searching based on
content is the most direct and reliable method.

Other approaches, such as metadata-based discovery, only examine properties like creation date or author, which do not reveal the
presence of specific text. Label-based discovery relies on pre-applied classification labels, which may not always be accurate.
Location-based discovery limits searches to folders or storage locations but does not guarantee relevance.

Content-based discovery provides completeness in legal and regulatory mvestigations. It ensures that no relevant documents are
overlooked simply because of inconsistent labeling or metadata, thus supporting compliance and defensibility in court proceedings.

77. Frage
An organization wants to track how often a file is accessed and by which users. Which information rights management (IRM)
solution should the organization implement?

A. Automatic expiration
B. Continuous auditing

C. Persistent protection
D. Dynamic policy control

Antwort: B

Begriindung;

Continuous auditingin the context of Information Rights Management (IRM) allows organizations to monitor access events in real
time. It records who accessed a file, when, and how often. This enables organizations to enforce accountability and detect unusual
access patterns, which are crucial for both security monitoring and compliance reporting.

Automatic expiration sets a time limit on file availability, while dynamic policy control adjusts permissions based on context (such as
location or device). Persistent protection ensures files remain encrypted and controlled wherever they travel. While each feature is
valuable, only continuous auditing provides the tracking and visibility into usage required by the scenario.

This approach aligns with governance requirements, providing an audit trail that supports incident response and compliance with data
protection regulations. Continuous auditing strengthens both operational security and accountability.



78. Frage
Which termrefers to taking an accurate account of a system's desired standard state so changes can be quickly detected for
approval or remediation?

A. Baselining

B. Patch management

C. Deployment

D. Capacity management

Antwort: A

Begrindung;

Baselining is the process of establishing a reference point for the standard configuration of systens, networks, or applications. This
baseline represents the approved, secure state. By continuously comparing the current environment to the baseline, organizations can
detect deviations, unauthorized changes, or misconfigurations.

Patch management involves updating systens, deployment refers to installing new systemns, and capacity management focuses on
resource planning. While important, these do not establish a standard state for comparison.

Baselining is essential for change management and security auditing, It supports configuration management databases (CMDBs),
intrusion detection, and compliance requirements. When deviations are detected, they can be escalated for remediation or formally
approved through change control processes.

79. Frage
An organization wants to ensure that all entities trust any certificate generated internally in the organization.
‘What should be used to generate these certificates?

A. Individual systens' private keys

B. The organization's certificate authority server
C. The organization's certificate repository server
D. Individual users' private keys

Antwort: B

Begrindung;

Trust in digital certificates comes from their issuance by aCertificate Authority (CA). A CA is a trusted entity that validates identities
and signs certificates. In internal environments, organizations often operate a private CAto issue certificates for users, systems, and
services.

If certificates were generated by individual private keys or systens without central authority, there would be no unified trust chain,
and validating authenticity across the organization would be impossible. A certificate repository server only distributes certificates but
cannot establish trust.

By using an organizational CA server, all certificates are linked to a root of trust. Systens configured to trust the organization's CA
will trust any certificate it issues. This allows secure internal communications (TLS, VPN, email signing) and ensures scalability as
new services come online. It also supports compliance with enterprise PKI policies.
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