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12. Frage 
The CFO found a USB drive in the parking lot and decide to plug it into their corporate laptop. The USB drive had malware on it
that loaded onto their computer and then contacted a known command and control (CnC) server, which ordered the infected
machine to begin Exfiltrating data from the laptop.
Which security profile feature could have been used to prevent the communication with the CnC server?
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A. Create an anti-spyware profile and enable DNS Sinkhole
B. Create an antivirus profile and enable DNS Sinkhole
C. Create a security policy and enable DNS Sinkhole
D. Create a URL filtering profile and block the DNS Sinkhole category

Antwort: A

Begründung:
References:

13. Frage 
A Palo Alto Networks firewall has a Log Forwarding Profile configured to send all logs to a syslog server. The security team needs
to monitor 'wildfire' verdicts in real-time. To facilitate this, they request that the forwarded 'wildfire' logs include additional custom
fields that are not part of the default syslog format. Specifically, they need the 'file-hash' and 'file-type' from WildFire logs to be
explicitly included. How can this be achieved within the Log Forwarding Profile configuration?

A. Under 'Log Forwarding Profile > Syslog Server > Custom Log Format', use

B. Under 'Log Forwarding Profile > Syslog Server > CEF Format', enable the 'WildFire' log type and then add new custom
entries under 'Custom Fields' for 'file- hash' and 'file-type'.
C. Within the Log Forwarding Profile, select 'WildFire' log type. Under 'Syslog Fields', you can add custom fields. For 'Field
Name', enter 'file-hash' and for 'Value', use the predefined variable for file hash. Repeat for 'file-type'.
D. In the Log Forwarding Profile, you cannot add custom fields to existing log types like WildFire. This functionality is only
available for User-ID mapping or custom applications.
E. In the Log Forwarding Profile, configure the syslog destination to use 'Custom Log Format'. Then, in the format string,
manually specify the desired fields using predefined variables. For WildFire logs, this would include variables like

Antwort: E

Begründung:
Option E is the correct approach. Palo Alto Networks firewalls allow extensive customization of log formats when using a 'Custom
Log Format' in a Log Forwarding Profile. For each log type, you can define a string using a combination of static text and predefined
variables (e.g., '$src', '$dst', '$app' , and crucially, specific fields like '$file_hasm and '$file_type' for WildFire logs). Option A uses
slightly incorrect variable syntax but is conceptually close. Option B is incorrect as custom fields are indeed possible for log types.
Option C (CEF) uses a standard format, and while it's extensible, directly adding arbitrary custom fields for existing log types as
suggested isn't the primary method for adding these specific fields. Option D points to 'Syslog Fields' but that's typically for
remapping or adding a few standard fields, not for defining the entire custom format with specific variables.

14. Frage 
Which Security policy set should be used to ensure that a policy is applied first?

A. Parent device-group pre-rulebase
B. Local firewall policy
C. Child device-group pre-rulebase
D. Shared pre-rulebase

Antwort: D

Begründung:
https://docs.paloaltonetworks.com/pan-os/9-1/pan-os-web-interface-help/panorama-web-interface/defining-policies-on-panorama

15. Frage 
Which security policy rule would be needed to match traffic that passes between the Outside zone and Inside zone, but does not
match traffic that passes within the zones?

A. universal
B. intrazone



C. interzone
D. global

Antwort: C

16. Frage 
Which two features can be used to tag a user name so that it is included in a dynamic user group? (Choose two)

A. XML API
B. User-ID Windows-based agent
C. GlobalProtect agent
D. log forwarding auto-tagging

Antwort: A,B

Begründung:
https://docs.paloaltonetworks.com/pan-os/8-1/pan-os-admin/url-filtering/url-filtering-concepts/url-filtering-profile-actions

17. Frage
......
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