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B 1) Kubernetes Application Developer CKAD % & 2% ik EL /8 (Q48-Q53):

& #48
You are developing a container image for a .NET Core application tnat requires a specific version of tne .NET Core SDK to be
nstalled. How would you ensure that the correct SDK version is available within your Docker image during the build process?

ER:

R A -

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

I). Choose .NET SDK Base Image:

- Select a base image that includes the desired .NET Core SDK version from Docker Hub.
- Exanmple (for .NET core 3.1 SDK):

dockerfile

FROM mer-microsoft.con/dotneVsdk:3.1

2. Copy Application Code:

- Copy your .NET Core application code nto the Docker image.

- Exanple:

dockerfile

COPY

3. Build the Application:

- Use the 'RIJN' instruction to build your .NET Core application using the 'dotnet publish' command.
- Exanple:
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dockerfile

RUN dotnet publish -c Release -o /app

4. Define Runtime Image (Optional):

- Create a second stage Dockerfile that uses a smaller base image, copying only the published application files.
- This optimizes the final image size.

- Exanple:

dockerfile

FROM mer-microsoft.con/dotnet/aspnet:3. 1

COPY -fron¥build /app /app

WORKDIR /app

ENTRYPOINT ["dotnet", "your-app.dIl"|

5. Build and Deploy:

- Use 'docker build' to construct the final Docker image.
- Deploy this image to your Kubernetes cluster.

P& #49

You are running a Deployment for a database service with 3 replicas. You want to ensure that only one pod is updated at a time, but
you need to guarantee that the database service remains available throughout tne update process. How would you configure the
Deployment to achieve this?

ER:

i RE B -

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Update the Deployment YAMLI

- Update the 'replicas’ to 3.

- Define 'maxiJnavailable: 1 ' and 'maxSurge: O' in the 'strategy-rollingupdate' section to control the rolling update process.

- Use a 'readiness probe' within your container definition to ensure that the pod is considered ready only when tne database is
successfully started and connected.

- Configure a 'strategy-type' to 'RollingUpdate' to trigger a rolling update when the deployment is updated.



apiVersion: apps/vl
kind: Deployment
metadata:
name: database-deployment
spec:
replicas: 3
selector:
matchLabels:
app: database
template:
metadata:
labels:
app: database
spec:
ers:
1 LI ﬁm database
imagé: database-image:latest
inagePullPolicy: Always
readinessProbe:
tcpSocket:
port: 5432
initialDelaySeconds: 15
periodSeconds: 5
strategy:
type: RollingUpdate
rollingUpdate:
maxUnavailable: 1
maxsSurge: ©

2. Create the Deployment: - Apply the updated YAML file using 'kubectl apply -f database-deployment-yamp 3. Verify the
Deployment - Check the status of the deployment using 'kubectl get deployments database-deployment to confirm the rollout and
updated replica count. 4. Trigger the Automatic Update: - Pusn a new image to the Docker Hub repository. 5. Monitor the
Deployment - Use 'kubectl get pods -1to monitor the pod updates during the rolling update process. You will observe that only one
pod is terminated at a time. The readiness probe will ensure that a new pod is only considered ready when it's successfully
connected to the database. 6. Check for Successful Update: - Once the deployment is complete, use 'kubectl describe deployment
database-deployment to see that the 'updatedReplicas' field matches the 'replicas' field, indicating a successful update.,

R #50

You are building a container image for a Python application that requires a specific version of the 'requests' library. Explain how you
would incorporate the 'requests' library into your Dockerfile and ensure that the application can access and use it within the
container.

ER:

fERE A«

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1. Install the 'requests library in the Dockerfile:

- Use the 'RUN' instruction in your Dockerfile to install the library.

- Utilize the 'pip' package manager to install the specific version of requests required by your application.



FROM python:3.9

WORKDIR /app

COPY requirements.txt .

RUN pip install -r requirements®

JLINUX

coPY . .

@D ["python”, "app.py"]

- Replace with the desired Python base image. - Ensure that the 'requirements-txt file contains the required dependency, specifically
'requests' and its version. - Include the 'COPY' commands to transfer your application code and other files to the container 2.
Import and use the 'requests' library in your Python application: - In your Python application code Capp.pys in this example), impon
the 'requests' library. - Use the imported library fimctions to make HTTP requests as needed in your application logic.

import requests

def main():
response = requests.get("https://example.com")
print(response.status_«code)

= main()

3. Build the Docker image: - Execute the 'docker build' command in your terminal, specifying the Dockerfile location and the image
tag. docker build -t my-python-app . 4. Run the container: - Use the 'docker run' command to launch the container, providing the
image name. docker run -it my-python-app - The container will run your Python application, and the ‘requests' library will be
available for use within the container environment.

PR #51

You are deploying a new microservice called 'payment-service' that requires access to a confidential data volume mounted at
/sensitive- data'. This volume is mounted as a Secret in Kubernetes. The 'payment-service' container should only be allowed to
access this volume. You need to configure the PodSecurityPolicy to enforce this access restriction.

ER:

fRRERR A

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

I). Create a PodSecurityPolicy:

- Create a YAML file for your POdSecurityPOlicy.

- Define the 'apiVersion' and 'kind'

- Add a 'metadata’ section with a unique name for the policy (e.g., "‘payment-service-psp').
- Inthe 'spec' section:

- Set 'runAsUser’ to ' RunAsAny' to allow any user ID.

- Set readOnlyRootFilesystem to 'talse' to allow modifications within the container.

- Set 'hostNetworR to 'false' to avoid using the host's network.

- Set 'allowPrivilegeEscalatiorU to 'false' to prevent privilege escalation.

- In the 'volumes' sectiom

- Define 'hostPath' as the allowed volume type with the specified path "[sensitive-data’



apiVersion: policy/vibetal

kind: PodSecurityPolicy

metadata:
name: payment-service-psp

spec:
runAsUser: RunAsAny 'leNUX
readOnlyRootFilesystem: false
hostiNetwork: false
allowPrivilegeEscalation: false
volumes:
- hostPath:

path: "/sensitive-data”

2. Apply the PodSecurityPolicy: - Use ' kubectl apply -f payment-service-psp.yanr to create the PodSecurityPolicy in your cluster.
3. Create a ServiceAccount: - Create a new ServiceAccount tor the 'payment-service deployment. - Apply the ServiceAccount
YAML file using 'kubectl apply -f payment-service-sa_yanr 4. Bind the PodSecurityPolicy to the ServiceAccount: - Create a
RoleBinding to bind the 'payment-service-psp' to the 'payment-service' ServiceAccount - Apply the RoleBinding YAML file using
"kubectl apply -f payment-service-rb.yaml
apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:

name: payment-service-binding
roleRef:

apiGroup: rbac.authorization.k8s.io

kind: Role

name: payment-service-psp
subjects:
- kind: ServiceAccount

name: paymeﬂl‘! ryi
namespace: de j‘IINeU X
5. Deploy the Payment Service: - Create the "payment-service' Deployment configuration. - Specify the 'payment-service'

ServiceAccount in the field. - Define the 'volumeMount tor the 'sensitive-data’ volume and specify the corresponding 'volume' in the
'volumes' section. - Ensure the volume is mounted as a Secret from the 'default’ namespace.

apiVersion: apps/vl
kind: Deployment
metadata:

name: payment-service
spec:

replicas: 1

selector:

matchlabels:
app: payment-service
template:
metadata:

labels:
app: payment=seridce

Spec:

servigepRoolntName: payment-service

edntainers:

- name: payment-service
image: your-image:latest
volumeMounts:

- name: sensitive-data
mountPath: fsensitive-data
readOnly: false

volumes:

- name: sensitive-data
secret:

cecretiode IR K- secret
- The PodSecurityPolicy restricts the benavior of pods and their containers. - 'runAslser’ , 'readOnlyRootFilesystent,
'hostNetwork' , and sallowPrivilegeEscalation' define various security constraints for the container. - The 'volumes' section specifies
allowed volume types (e.g., 'hostPath’) and paths. - The ServiceAccount binds the PodSecurityPolicy to the deployment. - The
ROIleBinding assigns the PodSecurityPolicy to the ServiceAccount, effectively enforcing the specified constraints. This configuration
ensures that only the payment-service' deployment can access the confidential data volume mounted as a Secret in Kubernetes.

R RE #52
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1

Set configuration context:

....
g

kubectl confi

oo |

Context

You sometimes need to observe a pod's logs, and write those logs to a file for firther analysis.

Task

Please complete the following;

* Deploy the counter pod to the cluster using the provided YAMLspec file at /opt/KDOB00201/counter.yaml
* Retrieve all currently available application logs from the running pod and store them in the file
/opt/KDOB0020Vlog_Output.txt, which has already been created

ER:

fiR RERS A <

See the solution below.
Explanation

Solution:




B Readme . Web Terminal Cl1 THELINUX FOUNDATION

flog output.txt
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