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HM#118
What is the primary goal of configuration testing in web applications?

e A Testing for SQL mjection vulnerabilities
e B. Exploiting vulnerabilities in user inputs
e (. Identifying security misconfigurations in the application environment
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¢ D. Optimizing application performance
EfE: C

M #119

Which of'the following ensures session IDs are unique for each user?

A. Random session ID generation
B. Hardcoding session IDs

C. Fixed session durations

D. Reusing session IDs

IEf#: A

M #120

What actions help secure session management? (Choose two)

A. Regenerating session IDs after login

B. Using weak session identifiers

C. Disabling user authentication

D. Enabling the HttpOnly attribute for cookies

EME: AL D

M #121
How can a web application developer prevent Reflected XSS vulnerabilities?

A. By using client-side validation only

B. By disabling JavaScript

C. By encrypting session cookies

D. By encoding user input before displaying it

F
B

: D

HA #122
Which of the following HTTP headers is often used to prevent CSRF attacks?

A. User-Agent

B. X-CSRF-Token
C. Authorization

D. Content-Type

Ef#: B
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