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NEW QUESTION # 128 
Which of the following techniques can be used to escalate privileges on a network through DHCP starvation?
Response:

A. ARP spoofing
B. DNS cache poisoning
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C. VLAN hopping
D. Exhausting DHCP IP addresses

Answer: D

NEW QUESTION # 129 
What is a primary function of Linux memory management?
Response:

A. Allocating and deallocating memory dynamically
B. Compressing data stored in memory
C. Encrypting data stored in memory
D. Scheduling process execution

Answer: A

NEW QUESTION # 130 
How can DNS spoofing be used in network manipulation to gain escalated privileges?
Response:

A. By stealing DNS credentials
B. By redirecting users to malicious websites
C. By overloading the DNS server
D. By corrupting the DNS cache

Answer: B

NEW QUESTION # 131 
You need to craft and send a custom ICMP echo request packet to test network devices. Which of the following Python/Scapy
commands would you use?
Response:

A. send_ping("192.168.1.1")
B. packet("icmp", destination="192.168.1.1")
C. send(IP(dst="192.168.1.1")/ICMP())
D. send_icmp_request("target=192.168.1.1")

Answer: C

NEW QUESTION # 132 
Which of the following cryptographic attacks targets RSA (Rivest-Shamir-Adleman) encryption by exploiting weak keys?
Response:

A. Rainbow table attack
B. Integer overflow
C. Chosen plaintext attack
D. Bleichenbacher's attack

Answer: D

NEW QUESTION # 133
......
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