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AE #21

Task 16

An administrator is working to create a VM using Nutanix V3 API calls with the following specifications.

* VM specifications:

: = aetadats’ i3 & requlred property”
=*gpec” is e required property =

i

“srzsage”: “Request could net be processed.”
* vCPUs: 2
* Memory: BGb
* Disk Size: 50Gb
* Cluster: Cluster A
* Network: default- net
The API call is falling, indicating an issue with the payload:
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The body is saved in Desktop/ Files/API Create VM, text

Correct any issues in the text file that would prevent from creating the VM. Also ensure the VM will be created as speeded and
make sure it is saved for re-use using that filename.

Deploy the vm through the API

Note: Do not power on the VM.

e

Y.

See the Explanation for step by step solution.

Explanation:

httpsy/portal. nutanix.con/page/documents/kbs/details ?targetld=k AO0Oe000000LLEZCAO
https/jsonformatter.curiousconcept.conv#

acli net.list (uuid network defult net)

ncli cluster info (uuid cluster)

Put Call: https7//Prism Central IP address : 9440/api/nutanix/v3vms
Edit these lines to fix the API call, do not add new lines or copy lines.
You can test using the Prism Element API explorer or PostMan
Body:

{

{

"spec'™ {

"name": '"Test_Deploy",

"resources": {

"power_state""OFF",

"num vepus_per socket™,

"num sockets'™ 1,

"memory_size mib": 8192,

"disk List": [

{

"disk size mib": 51200,

"device properties™ {

"device type""DISK"

}

5>

{

"device properties'™ {

"device_type""CDROM"

}

}

I,
"nic_list"{

{

"nic_type'": "NORMAL NIC",
"is_connected": true,
"ip_endpoint_List™ [

{

"ip_type": "DHCP"

}

;

"subnet_reference": {

"kind": "subnet",

"name"; "default net",

"uuid": "00000000-0000-0000-0000-000000000000"
}

}

I,

|2

"cluster reference": {
"kind": "cluster",
"name": "NTNXDemo",



"uuid": "00000000-0000-0000-0000-000000000000"

}

|3

"api_version™ "3.1.0",
"metadata: {

"kind": "vm"

}

}
httpsy//www.nutanix.dev/2019/08/26/post-a-package-building-your-first-nutanix-rest-api-post-request/ Reference

EE #22

Task 14

An admmistrator has been asked to configure a storage for a distributed application which uses large data sets across muiltiple
worker VM.

The worker VMs must run on every node. Data resilience is provided at the application level and low cost per GB is a Key
Requirement.

Configure the storage on the cluster to meet these requirements. Any new object created should include the phrase Distributed App
n the name.

He-

MY

See the Explanation for step by step solution.

Explanation:

To configure the storage on the cluster for the distributed application, you can follow these steps:

Log in to Prism Element of cluster A using the credentials provided.

Go to Storage > Storage Pools and click on Create Storage Pool.

Enter a name for the new storage pool, such as Distributed App Storage Pool, and select the disks to include in the pool. You can
choose any combination of SSDs and HDDs, but for low cost per GB, you may prefer to use more HDDs than SSDs.

Click Save to create the storage pool.

Go to Storage > Containers and click on Create Container.

Enter a name for the new container, such as Distributed App Container, and select the storage pool that you just created,
Distributed App Storage Pool, as the source.

Under Advanced Settings, enable Erasure Coding and Compression to reduce the storage footprint of the data.

You can also disable Replication Factor since data resilience is provided at the application level. These settings will help you achieve
low cost per GB for the container.

Click Save to create the container.

Go to Storage > Datastores and click on Create Datastore.

Enter a name for the new datastore, such as Distributed App Datastore, and select NFS as the datastore type.

Select the container that you just created, Distributed App Container, as the source.

Click Save to create the datastore.

The datastore will be automatically mounted on all nodes in the cluster. You can verify this by going to Storage > Datastores and
clicking on Distributed App Datastore. You should see all nodes listed under Hosts.

You can now create or migrate your worker VMs to this datastore and run them on any node in the cluster.

The datastore will provide low cost per GB and high performance for your distributed application.

EE #23

Following new security guidelines, it must be ensured that the storage of critical virtual machines will be encrypted in future.

The assignment is to be made by a new category called VM-Storage with a value of softwareencrypted in Prism Central. Make sure
a second value of SEDencrypted is also created for future use.

Create the above-mentioned category and perform further configurations in Prism Central for VM-based storage encryption.

Assign the name Encrypted-Storage to the newly created policy.

e

Y.
See the Explanation below for detailed answer.
Explanation:



Here is the step-by-step solution to create the category and the corresponding storage encryption policy within Prism Central.
1. Create the Category

First, you must create the category and the two values requested.

* In Prism Central, navigate to Administration > Categories.

* Click New Category.

* In the Name field, enter VM-Storage.

* Inthe Add a Value field, type softwareencrypted and click the Add (plus) button.

* Inthe Add a Value field again, type SEDencrypted and click the Add (plus) button.

* Click Save.

2. Create the Encryption Policy

Next, you will create the security policy that uses the new category.

* In Prism Central, navigate to Security > Data-at-Rest Encryption.

* Click the + Create Security Policy button.

* In the Policy Name field, enter Encrypted-Storage.

* Ensure the Encryption Type is set to Software-based.

* For Target VM, select the radio button for VMs matching a category.

* In the Select Category dropdown, choose the VM-Storage category you just created.
* Inthe Select Value dropdown, choose softwareencrypted.

* Click Save.

This policy will now automatically apply software-based encryption to any new or existing VM that are assigned the VM-Storage:
softwareencrypted category.

HE#24

An administrator wants to increase the performance of their Database virtual machine.

Database VM has a database that is spread across three vDisks in the volume group Database VM. The volume group is directly
attached to the virtual machine. Previous performance analysis has indicated all storage requests are going to the same node. While
this test environment has 1 node, the production environment has 3 nodes.

Configure the Volume Group Database VM so that it's optimized for the user's VM and the production environment. The virtual
machine has been powered off and moved to this test cluster for the maintenance work.

Note: Do not power on the VM.

He:

MH.

See the Explanation below for detailed answer.

Explanation:

Here is the step-by-step solution to configure the Volume Group for optimized performance in the production environment.
This task is performed in Prism Central.

* From the main dashboard, navigate to Compute & Storage > Volume Groups.

* Find the Volume Group named Database VM in the list.

* Select the checkbox next to Database VM.

* Click the Actions dropdown menu and select Update.

* In the "Update Volume Group" dialog, scroll to the bottom of the "Basic Configuration" section.

* Find the checkbox labeled Enable Client Side Load Balancing and check it.

Note: This setting allows the iISCSI mitiator within the guest VM to connect to all CVMs in the cluster, distributing the storage load
from the three vDisks across all three nodes in the production environment instead of focusing all /O on just one.

Click Save.

BE #25

Task 4

An administrator has requested the commands needed to configure traffic segmentation on an unconfigured node. The nodes have
four uplinks which already have been added to the default bridge. The default bridge should have ethO and ethl configured as
active/passive, with eth2 and eth3 assigned to the segmented traffic and configured to take advantage of both links with no changes
to the physical network components.

The admmistrator has started the work and saved it in Desktop\Files\Network\unconfigured.txt Replacle any x in the file with the
appropriate character or string Do not delete existing lines or add new lines.

Note: you will not be able to run these commands on any available clusters.

Unconfigured. txt



manage ovs --bond name brX-up --bond_mode xxoooaxxxx --interfaces ethX,ethX update uplinks manage ovs --bridge name
brX-up --interfaces ethX,ethX --bond name bond1 --bond mode xxoooooaaxx update uplinks See the Explanation for step by
step solution.

e

Y.

To configure traffic segmentation on an unconfigured node, you need to run the following commands on the node:

manage _ovs --bond name brO-up --bond mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
br0-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance-slb update uplinks These commands will create a bond
named brO-up with eth0 and ethl as active and passive interfaces, and assign it to the default bridge. Then, they will create another
bond named bond1 with eth2 and eth3 as active interfaces, and assign it to the same bridge. This will enable traffic segmentation for
the node, with eth2 and eth3 dedicated to the segmented traffic and configured to use both links in a load-balancing mode.

I have replaced the x in the file Desktop\Files\Network\unconfigured. txt with the appropriate character or string for you. You can
find the updated file in Desktop\Files\Network\configured. txt.

manage _ovs --bond name br0O-up --bond mode active-backup --interfaces eth0,ethl update uplinks manage ovs --bridge name
brl-up --interfaces eth2,eth3 --bond name bond1 --bond mode balance slb update uplinks

https/portal. nutanix.com/page/documents/solutions/details ?targetld=BP-207 1 - AHV-Networking;ovs-command- line-
configuration.html
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