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What is CCFA-200b?

FFu rowdStrike Certified Falcon Administrator

for administrators or analysts with access
tive side of the CrowdStrike Falcon

#Validates skills in system configuration, management,
palicies, sensor deployment, reporting, and administrative
tasks

=Meant for professionals with ~6 months of hands-on
experience with Falcon in production
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R #26
When a Linux host is in Reduced Functionality Mode (RFM) what telemetry and protection is still oftered?

A. The sensor would provide minimal protection

B. The sensor provides no protection, and only collects Sensor Heart Beat events
C. The sensor would fimction as normal

D. The sensor would provide protection as normal, without event telemetry

ER: A
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When a Linux host is in Reduced Functionality Mode (RFM), the sensor would provide minimal protection. RFM is a mode that
Iimits the sensor's finctionality due to license expiration, network connectivity loss, or certificate validation failure. When a Linux
sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware hashes and preventing script
execution from the /tmp directory. The sensor will not send any telemetry or detection events to the Falcon platform, and will not
receive any policy or update changes from the Falcon cloud.
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Detections related to a penetration test on a particular server are currently generating thousands of entries in the console. Your
leadership does not need to track the detections in Falcon. What should you do to allow your team to focus on more relevant
detections?

A. Inplement an SVE on the particular host

B. Temporarily disable detections for the server in Host Management and re-enable after the test is done
C. Use Real Time Response to kill the offending process on the server

D. Create a Fusion Workflow to email the SOC team every time the penetration test generates a detection
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The correct answer is to implement a Sensor Visibility Exclusion on the particular host. An SVE suppresses visibility for specified
activity so that known, approved testing does not flood the Falcon console with detections or events that leadership does not need
to track. This is more targeted than disabling all detections on a host and more appropriate than generating additional workflow
notifications. Using RTR to kill the process would interfere with the authorized penetration test. Temporarily disabling detections may
remove existing detections and suppress all detection reporting from that host, which is broader and riskier than applying a scoped
exclusion. CCFA exclusion guidance stresses selecting the narrowest exclusion type that matches the operational requirement while

preserving meaningful security visibility elsewhere.

PR #28
What is likely the reason your Windows host would be in Reduced Functionality Mode (RFM)?

A. A Sensor Update Policy was misconfigured

B. Microsoft updates altering the kernel

C. The host lost internet connectivity

D. A misconfiguration in your prevention policy for the host
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The likely reason your Windows host would be in Reduced Functionality Mode (RFM) is that the host lost internet connectivity.
RFM is a mode that limits the sensor's functionality due to license expiration, network connectivity loss, or certificate validation
failure. When a Windows sensor is in RFM, it will only provide basic prevention capabilities, such as blocking known malware
hashes and preventing script execution from the %6TEMP% directory. The sensor will not send any telemetry or detection events to
the Falcon platform, and will not receive any policy or update changes from the Falcon cloud1. Losing internet connectivity is a
common cause of RFM, as it prevents the sensor from commumicating with the Falcon cloud. A misconfiguration in your prevention
policy or sensor update policy will not cause RFM, as these policies are applied by the Falcon cloud and do not affect the sensor's
license, network, or certificate status. Microsoft updates altering the kernel may cause compatibility issues with the sensor, but not
RFM.

PRI #29
When creating a machine learning exclusion with glob syntax, what are the three itens you can target for exclusion?

A. Triggers, actions or alerts

B. Parameters, operators, or values

C. File path, name, or type (extension)
D. Drive letters, directories, or patterns

ZER: C

FIRE #30
You need to export a list of all deletions for a specific Host Name in the last 24 hours. What is the best way to do this?

e A Inthe Investigate module, access the Detection Activity page. Use the filters to focus on the appropriate hostname and



time, then export the results

¢ B. Go to Host Management in the Host page. Select the host and use the Export Detections button

e (. Utilize the Detection Activity Dashboard. Use the filters to focus on the appropriate hostname and time, then export the
results from the "Detections by Host" section

e D. Utilize the Detection Resolution Dashboard. Use the filters to focus on the appropriate hostname and time, then export the
results from the "Detection Resolution History" section
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it REES B -

The best way to export a list of all deletions for a specific Host Name in the last 24 hours is to go to the Investigate module, access
the Detection Activity page, use the filters to focus on the appropriate hostname and time, then export the results. This will allow you
to download a CSV file that contains information about all the detections that were deleted for that host in that time period. The
other options are either incorrect or not related to exporting deletions.
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