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ECCouncil Certified Cybersecurity Technician Sample Questions (Q107-
Q112):
NEW QUESTION # 107 
A large multinational corporation is In the process of upgrading its network infrastructure to enhance security and protect sensitive
data. As part of the upgrade, the IT team is considering implementing stateful multilayer inspection firewalls and application-level
gateway firewalls.
How do stateful multilayer inspection firewalls differ from application-level gateway firewalls in terms of their packet filtering
capabilities and the layers of the OSI model they inspect?

A. Stateful multilayer inspection firewalls focus on inspecting packets at the application layer, while application-level gateway
firewalls primarily filter packets at the network layer.
B. Stateful multilayer inspection firewalls track and maintain session information between hosts, while application-level
gateway firewalls control input, output, and access across applications or services.
C. Stateful multilayer inspection firewalls are more expensive and require competent personnel to administer them, while
application-level gateway firewalls evaluate network packets for valid data at the application layer.
D. Stateful multilayer inspection firewalls filter traffic based on specified application rules, applications, or protocols, while
application-level gateway firewalls allow unknown traffic up to level
2 of the network stack.

Answer: B

NEW QUESTION # 108 
TechSolutions, a leading IT consultancy, has been contracted to overhaul the wireless network infrastructure for the city's public
libraries. With thousands of users accessing the network daily, there is a critical need for robust encryption that can deter potential
threats. TechSolutions must also consider the diverse range of devices used by library-goers and ensure backward compatibility.
Which encryption mechanism would best suit this scenario?

A. AES-CCMP (Advanced Encryption Standard with Counter Mode Cipher Block Chaining Message Authentication Code
Protocol)
B. WEP (Wired Equivalent Privacy)
C. WPA3 (Wi-Fi Protected Access 3)
D. TKIP (Temporal Key Integrity Protocol)

Answer: C

Explanation:
For TechSolutions to overhaul the wireless network infrastructure for the city's public libraries, WPA3 is the best choice due to the
following reasons:
* Security: WPA3 provides enhanced security over previous protocols like WPA2, offering stronger encryption mechanisms and
protection against brute-force attacks.
* Backward Compatibility: WPA3 ensures compatibility with devices supporting WPA2, making it suitable for diverse devices used
by library-goers.
* Features:
* Simultaneous Authentication of Equals (SAE): Enhances security during the handshake process.
* Forward Secrecy: Protects past communications even if the current encryption key is compromised.
* Improved Encryption: Uses AES-256 in Galois/Counter Mode (AES-GCM) for secure encryption.
References:
* Wi-Fi Alliance WPA3 Overview: Wi-Fi Alliance
* Analysis of WPA3 features: ACM Digital Library

NEW QUESTION # 109 
A software company has implemented a wireless technology to track the employees' attendance by recording their in and out
timings. Each employee in the company will have an entry card that is embedded with a tag. Whenever an employee enters the office
premises, he/she is required to swipe the card at the entrance. The wireless technology uses radio-frequency electromagnetic waves
to transfer data for automatic identification and for tracking tags attached to objects.



Which of the following technologies has the software company implemented in the above scenario?

A. WiMAX
B. RFID
C. Bluetooth
D. Wi-Fi

Answer: B

NEW QUESTION # 110 
FusionTech, a leading tech company specializing in quantum computing, is based in downtown San Francisco, with its headquarters
situated In a multi-tenant skyscraper. Their office spans across three floors. The cutting-edge technology and the proprietary data
that FusionTech possesses make it a prime target for both cyber and physical threats. Recently, during an internal security review, it
was discovered that an unauthorized individual was spotted on one of the floors. There was no breach, but it raised an alarm. The
management wants to address this vulnerability without causing too much inconvenience to its 2000+ employees and the other
tenants of the building.
Given FusionTech's unique challenges, which measure should it primarily consider to bolster its workplace security?

A. Implement retina scanning at every floor entrance.
B. Station security personnel on every floor.
C. Build a separate entrance and elevator for FusionTech employees.
D. Introduce an employee badge system with time-based access control.

Answer: D

Explanation:
* Access Control:
* Implementing an employee badge system with time-based access control ensures that only authorized personnel can access
specific areas within the office, reducing the risk of unauthorized access.

NEW QUESTION # 111 
As a cybersecurity technician, you were assigned to analyze the file system of a Linux image captured from a device that has been
attacked recently. Study the forensic image
'Evidenced.img" in the Documents folder of the "Attacker Machine-1" and identify a user from the image file. (Practical Question)

A. roger
B. attacker
C. smith
D. john

Answer: B

Explanation:
The attacker is a user from the image file in the above scenario. A file system is a method or structure that organizes and stores files
and data on a storage device, such as a hard disk, a flash drive, etc. A file system can have different types based on its format or
features, such as FAT, NTFS, ext4, etc. A file system can be analyzed to extract various information, such as file names, sizes,
dates, contents, etc. A Linux image is an image file that contains a copy or a snapshot of a Linux-based file system.A Linux image
can be analyzed to extract various information about a Linux-based system or device.To analyze the file system of a Linux image
captured from a device that has been attacked recently and identify a user from the image file, one has to follow these steps:
Navigate to Documents folder of Attacker Machine-1.
Right-click on Evidenced.img file and select Mount option. Wait for the image file to be mounted and assigned a drive letter.
Open File Explorer and navigate to the mounted drive.
Open etc folder and open passwd file with a text editor.
Observe the user accounts listed in the file.
The user accounts listed in the file are:
root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin bin:x:2:2:bin:/bin:/usr/sbin/nologin
sys:x:3:3:sys:/dev:/usr/sbin/nologin sync:x:4:65534:sync:/bin:/bin/sync games:x:5:60:games:/usr/games:/usr/sbin/nologin
man:x:6:12:man:/var/cache/man:/usr/sbin/nologin lp:x:7:7:lp:/var/spool/lpd:/usr/sbin/nologin mail:x:8:8:mail:/var/mail:/usr/sbin/nologin
news:x:9:9:news:/var/spool/news:/usr/sbin/nologin uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin



proxy:x:13:13:proxy:/bin:/usr/sbin/nologin www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
backup:x:34:34:backup:/var/backups:/usr/sbin/nologin list:x:38:38:Mailing List Manager:/var/list:/usr/sbin/nologin
irc:x:39:39:ircd:/var/run/ircd:/usr/sbin/nologin gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/usr/sbin/nologin
nobody:x:65534:65534:nobody:/nonexistent:/usr/sbin/nologin systemd-timesync:x:100: systemd- network:x: systemd-resolve:x:
systemd-bus-proxy:x: syslog:x: _apt:x: messagebus:x: uuidd:x:
lightdm:x: whoopsie:x: avahi-autoipd:x: avahi:x: dnsmasq:x: colord:x: speech-dispatcher:x:
hplip:x:
kernoops:x: saned:x: nm-openvpn:x: nm-openconnect:x: pulse:x: rtkit:x: sshd:x: attacker::1000 The user account that is not a system
or service account is attacker, which is a user from the image file.

NEW QUESTION # 112
......
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