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e Billing, Pricing, and Support: This section contrasts pricing methods and budgeting resources management.
FRE 1 It also tests understanding of billing methods, identifying support options, and technical resources.
¢ Cloud Concepts: This section involves knowledge of value proposition and exploring design rules of AWS.
It covers the advantages of techniques for moving over to AWS cloud and developing a good
FE2 . .
understanding of cloud economics.

e Security and Compliance: This section involves understanding the shared responsibility framework of AWS
5 3 n addition to compliance and governance. It also involves exploring the management capabilities of AWS
by exploring its security capabilities.
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¢ Cloud Technology and Services: Describe ways to access AWS services in AWS Cloud and explore
T4 connectivity options. It deals with defining the global infrastructure of AWS, computing services, and
network services.

BB i) AWS Certified Foundational CLF-C02 % & %3 E & (Q811-Q816):

R RE #811
Which AWS service or feature can a company use to apply security rules to specific Amazon EC2 instances?

A. AWS WAF

B. Security groups

C. AWS Trusted Advisor
D. Network ACLs

Z%: B

fE R A -

Security groups are the AWS service or feature that can be used to apply security rules to specific Amazon EC2 instances. Security
groups are virtual firewalls that control the inbound and outbound traffic for one or more instances. Customers can create security
groups and add rules that reflect the role of the nstance that is associated with the security group. For exanple, a web server
nstance needs security group rules that allow inbound HTTP and HTTPS access, while a database instance needs rules that allow
access for the type of database12. Security groups are stateful, meaning that the responses to allowed mnbound traffic are also
allowed, regardless of the outbound rules1. Customers can assign muiltiple security groups to an instance, and the rules from each
security group are effectively aggregated to create one set of rules].

Network ACLs are another AWS service or feature that can be used to control the traffic for a subnet.

Network ACLs are stateless, meaning that they do not track the traffic that they allow. Therefore, customers must add rules for both
inbound and outbound traffic3. Network ACLs are applied at the subnet level, not at the instance level

AWS Trusted Advisor is an AWS service that provides best practice recommendations for security, performance, cost optimization,
and fault tolerance. AWS Trusted Advisor does not apply security rules to specific Amazon EC2 instances, but it can help
customers identify security gaps and improve their security posture4.

AWS WAF is an AWS service that helps protect web applications from common web exploits, such as SQL injection, cross-site
scripting, and bot attacks. AWS WAF does not apply security rules to specific Amazon EC2 instances, but it can be integrated with
other AWS services, such as Amazon CloudFront, Amazon API Gateway, and Application Load Balancer.

il RE #812

A company has an application that runs periodically in an on-premises environment. The application runs for a few hours most days,
but runs for 8 hours a day for a week at the end of each month.

Which AWS service or feature should be used to host the application in the AWS Cloud?

A. Amazon EC2 On-Demand Instances

B. AWS Wavelength

C. Application Load Balancer

D. Amazon EC2 Standard Reserved Instances

ER: A

i RELES B -

Explanation

Amazon EC2 On-Demand Instances are instances that you pay for by the second, with no long-term commitments or upfront
payments4. This option is suitable for applications that have unpredictable or intermittent workloads, such as the one described in the
question. Amazon EC2 Standard Reserved Instances are instances that you purchase for a one-year or three-year term, and pay a
lower hourly rate compared to On-Demand Instances. This option is suitable for applications that have steady state or predictable
usage.

AWS Wavelength is a service that enables developers to build applications that deliver ultra-low latency to mobile devices and users
by deploying AWS compute and storage at the edge of the 5G network. This option is not relevant for the application described in
the question. Application Load Balancer is a type of load balancer that operates at the application layer and distributes traffic based
on the content of the request. This option is not a service or feature to host the application, but rather to balance the traffic among
multiple instances.
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Which option is a pillar of the AWS Well- Architected Framework?

A. Physical and environmental controls
B. Business technology strategy

C. Cost optimization

D. Patch management

ER:. C

it B B -

Explanation

The AWS Well- Architected Framework helps you understand the pros and cons of decisions you make while building systens on
AWS. By using the Framework, you will learn architectural best practices for designing and operating reliable, secure, efficient, and
cost-effective systens in the cloud. The Framework consists of five pillars: operational excellence, security, reliability, performance
efficiency, and cost optimization2.

e #814
Which of the following can the AWS Pricing Calculator do?

A. Provide in-depth nformation about AWS pricing strategies.
B. Project monthly AWS costs.

C. Provide users with access to their monthly bills.

D. Calculate historical AWS costs.

ZX: B

fE AR A«

The AWS Pricing Calculator is a web-based tool that allows customers to estimate their monthly AWS costs by configuring and
projecting the costs of different AWS services. The calculator is specifically designed to help customers plan their AWS spending
based on their specific architecture and usage patterns. The other options are not correct because:

* B. Calculate historical AWS costs: This is incorrect as the AWS Pricing Calculator does not track or calculate historical costs. For
historical costs, AWS Cost Explorer is used.

* C. Provide in-depth information about AWS pricing strategies: While the AWS Pricing Calculator provides cost estimations, it
does not provide detailed insights into AWS pricing strategies.

* D. Provide users with access to their monthly bills: This is incorrect; AWS Billing and Cost Management provides access to actual
billing information.

AWS Cloud References:

* AWS Pricing Calculator

IR #815
Which services can be used to deploy applications on AWS? (Select TWO.)

A. AWS OpsWorksQ D. AWS Application Discovery Service
B. AWS Elastic Beanstalk

C. AWS Config

D. Amazon Kinesis

ER: AB

fE R A«

The services that can be used to deploy applications on AWS are:

* AWS Elastic Beanstalk. This is a service that simplifies the deployment and management of web applications on AWS. Users can
upload their application code and Elastic Beanstalk automatically handles the provisioning, scaling, load balancing, monitoring, and
health checking of the resources

* needed to run the application. Users can also retain full control and access to the underlying resources and customize their
configuration settings. Elastic Beanstalk supports muiltiple platforns, such as Java,

.NET, PHP, Node.js, Python, Ruby, Go, and Docker. [AWS Elastic Beanstalk Overview| AWS Certified Cloud Practitioner -



aws.amazon.com
* AWS OpsWorks. This is a service that provides configuration management and automation for AWS resources. Users can define
the application architecture and the configuration of each resource using Chef or Puppet, which are popular open-source autormation
platforms. OpsWorks then automatically creates and configures the resources according to the user's specifications. OpsWorks also
provides features such as auto scaling, monitoring, and integration with other AWS services. OpsWorks has two offerings:
OpsWorks for Chef Automate and OpsWorks for Puppet Enterprise. [AWS OpsWorks Overview] AWS Certified Cloud
Practitioner - aws.amazon.com
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