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H A #365
Which incidence response step includes identifying all hosts affected by an attack?

e A preparation

¢ B. detection and analysis

¢ C. containment, eradication, and recovery
¢ D. post-incident activity
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The 'detection and analysis' phase of incident response includes identifying all hosts affected by an attack. This step involves
analyzing the scope of the incident, determining which systems and data are impacted, and understanding the nature of the attack to
inform subsequent containment and eradication efforts45.

Reference:

CrowdStrike's overview of incident response frameworks and steps4.

VCEGuide's explanation of incident response steps

B #366

‘Which metric is used to capture the level of access needed to launch a successful attack?

A. attack complexity
B. user interaction

C. privileges required
D. attack vector

EfE: C
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Privileges required is a metric in the Common Vulnerability Scoring System (CVSS) that measures the level of access needed to
launch a successful attack. The higher the privileges required, the lower the severity of the vulnerability. The privileges required
metric has three possible values: none, low, and high. None means that the attacker does not need any privileges to exploit the
vulnerability. Low means that the attacker needs privileges that provide basic user capabilities. High means that the attacker needs
privileges that provide significant or admmistrative control over the target. Reference: Understanding Cisco Cybersecurity Operations
Fundamentals (CBROPS) - Cisco, page 2-17; 200-201 CBROPS - Cisco, exam topic 1.3.c

H I #367
Which regular expression is needed to capture the IP address 192.168.20.232?
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