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Amazon AWS Certified SysOps Administrator - Associate (SOA-C02) Sample
Questions (Q89-Q94):

NEW QUESTION # 89

A company's SysOps admmnistrator deploys four new Amazon EC2 instances by using the standard Amazon Linux 2 Amazon
Machine Image (AMI). The company needs to be able to use AWS Systems Manager to manage the instances The SysOps
administrator notices that the instances do not appear in the Systems Manager console What must the SysOps administrator do to
resolve this issue?

e A. Use AWS Certificate Manager (ACM) to create a TLS certificate Import the certificate into each instance Configure
Systems Manager Agent to use the TLS certificate for secure commumnications

¢ B. Connect to each instance by using SSH Install Systems Manager Agent on each instance Configure Systenms Manager
Agent to start automatically when the instances start up

e (. Attach an IAM instance profile to the instances Ensure that the instance profile contains the
AmazonSSMManagedinstanceCore policy

e D. Connect to each instance by using SSH Create an ssm-user account Add the ssim-user account to the /etcsudoers d
directory

Answer: C

Explanation:

To manage Amazon EC2 instances using AWS Systens Manager, you need to ensure that the instances are associated with an [AM
instance profile that grants the necessary permissions.

Attach IAM Instance Profile:

Create an [AM role with the AmazonSSMManagedInstanceCore policy.

Attach this IAM role to your EC2 instances.

Steps to Attach [AM Instance Profile:

Open the EC2 console and select the instances.

Choose "Actions" -> "Instance Settings" -> "Attach/Replace IAM Role."

Select the IAM role with AmazonSSMManagedInstanceCore policy and attach it to the instances.
AmazonSSMManagedInstanceCore Policy:

This policy grants the required permissions for Systems Manager to manage the EC2 instances.

It includes permissions for SSM Agent to commumnicate with the Systems Manager service.
Reference:

AWS Systerns Manager Prerequisites

AmazonSSMManagedInstanceCore Policy

NEW QUESTION # 90

A company needs to automatically monitor an AWS account for potential unauthorized AWS Management Console logins from
multiple geographic locations.

‘Which solution will meet this requirement?

e A Configure Amazon GuardDuty to monitor theUnauthorized AccessTAMUser/ConsoleLognSuccess finding,
¢ B. Configure Amazon Cognito to detect any compromised IAM credentials.
e C. Setup Amazon Inspector.
Scan and monitor resources for unauthorized logins.
e D. Setup AWS Config.
Add the iam+-policy-blacklisted-check managed rule to the account.

Answer: A

Explanation:
https7/docs.aws.amazon.comv/guardduty/latest/ug/guardduty _finding-types- iam htmiunauthorizedaccess-iam-consoleloginsuccessb
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NEW QUESTION # 91

A company is undergoing an external audit of its systems, which run wholly on AWS.

A SysOps administrator must supply documentation of Payment Card Industry Data Security Standard (PCI DSS) compliance for
the infrastructure managed by AWS.

Which set of action should the SysOps administrator take to meet this requirement?

A. Download complete copies of the AWS CloudWatch logs and supply these to the auditors.

B. Download complete copies of the AWS CloudTrail log files and supply these to the auditors.

C. Download the applicable reports fromthe AWS Artifact portal and supply these to the auditors.

D. Provide the auditors with administrative access to the production AWS account so that the auditors can determine
compliance.

Answer: C

Explanation:

To supply documentation of Payment Card Industry Data Security Standard (PCI DSS) compliance for the infrastructure managed
by AWS, the SysOps administrator should download the applicable reports from the AWS Artifact portal.

* AWS Artifact:

* AWS Artifact is a service that provides on-demand access to AWS' security and compliance reports and select online
agreements.

* It includes compliance reports for standards such as PCI DSS, SOC, ISO, and more.

* Steps to Access Reports:

* Open the AWS Management Console.

* Navigate to the AWS Artifact console.

* Browse and download the PCI DSS compliance report.

* Providing Documentation:

* Download the relevant PCI DSS reports and provide them to the auditors as required.

AWS Artifact

PCI DSS Compliance

NEW QUESTION # 92

A company has a compliance requirement that no security groups can allow SSH ports to be open to all IP addresses. A SysOps
administrator must implement a solution that will notify the company's SysOps team when a security group rule violates this
requirement. The solution also must remediate the security group rule autormatically.

Which solution will meet these requirements?

e A Create an AWS CloudTrail metric filter for security group changes. Create an Amazon CloudWatch alarmto notify the
SysOps team through an Amazon Simple Notification Service (Amazon SNS) topic when (he metric is greater than 0.
Subscribe an AWS Lambda function to the SNS topic to remediate the security group rule by removing the rule.

¢ B. Activate the AWS Config restricted-ssh managed rule. Add automatic remediation to the AWS Config rule by using the
AWS Systerms Manager Automation AWS- DisablePublic AccessForSecurityGroup runbook. Create an Amazon
EventBridge (Amazon CloudWatch Events) rule to notify the SysOps team when the rule is noncompliant.

¢ C. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that invokes an AWS Lambda finction when a
security group changes. Configure the Lambda finction to evaluate the security group for compliance, remove all nbound
security group rules on all ports, and notify the SysOps team if the security group is noncompliant.

e D. Create an AWS CloudTrail metric filter for security group changes. Create an Amazon CloudWatch alarm for when the
metric is greater than 0. Add an AWS Systens Manager action to the CloudWatch alarm to suspend the security group by
using the Systems Manager Automation AWS-DisablePublicAccessForSecurityGroup runbook when the alarmis in ALARM
state. Add an Amazon Simple Notification Service (Amazon SNS) topic as a second target to notify the SysOps team.

Answer: B

NEW QUESTION # 93

A company needs to restrict access to an Amazon S3 bucket to Amazon EC2 instances ina VPC only. All traffic must be over the
AWS private network.

‘What actions should the SysOps administrator take to meet these requirements?

e A Create a VPC endpoint for the S3 bucket, and create an S3 bucket policy that conditionally limits all S3 actions on the
bucket to the VPC endpoint as the source.



¢ B. Create a service-linked role for Amazon EC2 that allows the EC2 instances to interact directly with Amazon S3, and
attach an IAM policy to the role that allows the EC2 instances full access to the S3 bucket.

¢ C. Create a VPC endpoint for the S3 bucket, and create an IAM policy that conditionally limits all S3 actions on the bucket
to the VPC endpoint as the source.

¢ D. Create a NAT gateway in the VPC, and modify the VPC route table to route all traffic destined for Amazon S3 through
the NAT gateway.

Answer: A

Explanation:

To restrict access to an Amazon S3 bucket to Amazon EC2 instances ina VPC only, and ensure all traffic is over the AWS private
network, the SysOps administrator should create a VPC endpoint for the S3 bucket and create an S3 bucket policy that
conditionally limits all S3 actions on the bucket to the VPC endpoint as the source.

* Create a VPC Endpoint for S3:

* Open the VPC console.

* Choose "Endpoints" and then "Create Endpoint."

* Select the service name "comamazonaws. [region].s3."

* Choose the VPC and the subnets where the EC2 instances reside.

* Configure the route tables to include the VPC endpoint.

* Create an S3 Bucket Policy:

* Open the S3 console and select the bucket.

* (o to the "Permissions" tab and edit the bucket policy.

* Add a condition to the policy to allow access only from the VPC endpoint.

Exanmple policy:

{

"Version™ '"2012-10-17",

"Statement": |

{

"Effect™: "Allow",

"Principal "™*",

"Action' "s3:*"

"Resource™: [

"arn:aws:s3:your-bucket-name",
"arn:aws:s3::your-bucket-name/*"
I,
"Condition": {

"StringEquals": {

"aws:sourceVpce'": "vpce-12345678"
}

}

}

]

}

References:
* Amazon S3 VPC Endpoints
* Amazon S3 Bucket Policies
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