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Losungen (Q49-Q54):

49. Frage
Refer to the exhibit, which shows a Branchl configuration and routing table.

In the SD-WAN implicit rule, you do not want the traffic load balance for the overlay interface when all members are available.
In this scenario, which configuration change will meet this requirement?

A. Configure the cost in each overlay member to 10.

B. Change the load-balance-mode to source-ip-based.

C. Create a new static route with the internet sdwan-zone only
D. Configure the priority in each overlay member to 10.

Antwort: D

Begriindung;

The default load balancing mode for the SD-WAN implicit rule is source IP based. This means that traffic will be load balanced
evenly between the overlay members, regardless of the member's priority.

To prevent traffic from being load balanced, you can configure the priority of each overlay member to 10.

This will make the member ineligible for load balancing,

The other options are not correct. Changing the load balancing mode to source-IP based will still result in traffic being load
balanced. Creating a new static route with the internet sdwan-zone only will not affect the load balancing of the overlay mterface.
Configuring the cost in each overlay member to 10 will also not affect the load balancing, as the cost is only used when the implicit
rule cannot find a match for the destination IP address.

httpsz/docs.fortinet.convdocument/fortigate/6.4.0/sd-wan-deployment- for-nssps/775385/defining-mterface- members

50. Frage
Refer to the exhibits.

The exhibits show a FortiMail network topology, Inbound configuration settings, and a Dictionary Profile.

You are required to integrate a third-party's host service (srv.thirdparty.com) into the e-mail processing path.

All nbound e-mails must be processed by FortiMail antispam and antivirus with FortiSandbox integration. If the email is clean,
FortiMail must forward it to the third-party service, which will send the email back to FortiMail for final delivery, FortiMail must not
scan the e-mail again.

Which three configuration tasks must be performed to meet these requirements? (Choose three.)

e A. Apply the Catch-Ail profile to the CFInbound profile and configure a content action profile to deliver to the srv. thirdparty.
com FQDN

e B. Create an IP policy with a Source value of 100. 64 .0.72/32, enable precedence, and place the policy at the top of the list.

e C. Apply the Catch-All profile to the ASinbound profile and configure an access delivery rule to deliver to the 100.64.0.72
host.

e D. Change the scan order n FML-GW to antispam-sandbox-content.

¢ E. Create an access receive rule with a Sender value of srv. thirdparcy.com, Recipient value of *@acme.
com, and action value of Safe

Antwort: A,B,D

Begrindung;

* A'is correct because the scan order must be changed to antispam-sandbox-content in order for FortiMail to scan the email for
spam and viruses before forwarding it to the third-party service.

* B is correct because the Catch-All profile must be applied to the CFInbound profile in order for FortiMail to forward clean emails
to the third-party service.

* E is correct because an IP policy must be created with a Source value of 100.64.0.72/32 in order to allow emails from the third-
party service to be delivered to FortiMail.

The other options are not necessary to meet the requirements. Option C is not necessary because the access receive rule will already
allow emails from the third-party service to be received by FortiMail. Option D is not necessary because the Catch-All profile
already allows emails to be delivered to any destination.

Here are some additional details about integrating a third-party service into the FortiMail email processing path:

* The third-party service must be able to receive emails from FortiMail and send them back to FortiMail.

* The third-party service must be able to communicate with FortiMail using the SMTP protocol.

* The third-party service must be able to authenticate with FortiMail using the SMTP AUTH protocol.



Once the third-party service is integrated into the FortiMail email processing path, all inbound emails will be processed by FortiMail
as usual. If the email is clean, FortiMail will forward it to the third-party service. The third-party service will then send the email back
to FortiMail for final delivery. FortiMail will not scan the email again.

51. Frage

Refer to the exhibit, which shows diagnostic output.

A customrer reports that ICMP traffic flow from 192.168.1.11 to 93.190.134.171 is not corresponding to the SD-WAN setup.
‘What is the problem in this scenario?

A. Route for the destination IP is missing in the routing table.
B. Portl is used because it has more available bandwidth.
C. Traffic is matched by policy route.

D. SD-WAN Rule is matching only DNS traffic.

Antwort: C

52. Frage
Refer to the exhibits.

A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of FortiADC devices are already
configured for SSL decryption (FAD-1), and re-encryption (FAD-2). CL-1 nust accept unencrypted traffic from FAD-1, perform
application detection on the plain-text traffic, and forward the inspected traffic to FAD-2.

The SSL-Offload- App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling
the web application traffic on CL-1.

Given this scenario, which two configuration tasks must the administrator perform on CL-1? (Choose two.) A)

B)

A. Option D
B. Option A
C. Option C
D. Option B

Antwort: C,.D

Begrindung;

To enable application detection on plain-text traffic that has been decrypted by FortiADC, the administrator must perform two
configuration tasks on CL-1:

Enable SSL offloading in the firewall policy and select the SSL-Offload protocol options profile.

Enable application control in the firewall policy and select the SSI-Offload- App-Detect application list. Reference:
https/docs. fortinet.con’document/fortigate/6.4.0/cookbook/103438/application-detection-on-ssk-offloaded-traffic

53. Frage
Refer to the exhibit.

You are managing a FortiSwitch 3032E that is managed by FortiLink on a FortiGate 3960E. The 3032E is heavily utilized and there
is only one port fiee.

The requirement is to add an additional three FortiSwitch 448E devices with 10Gbps SFP+ connectivity directly to the 3032E. The
plan is to use split port (phy-mode) with QSFP28 mode to connect the new 448E switches.

In this scenario, which statement about the switch deployment is correct?

A. After enabling split ports and rebooting Switch 1, the new ports can be configured from the FortiGate.
B. Additional ports on Switch 1 can be split for a maximum of 128 interfaces.

C. The port most of Switch 1 nust be changed to QSFP.

D. Switches 2-4 will connect successfully with Switch 1 split port in QSFP28 mode.

Antwort: C

Begriindung;



httpsz/docs.fortinet.convdocument/fortiswitch/7.0.8/devices-managed-by-fortios/1 73289/configuring- fortiswitch-split-ports-phy-
mode-in-fortilink-mode?#Configur1 5
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