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An engincer is troublesheoting why userl, user?, and wserd from group STORAGE-
ADMINISTRATOR in Microsoft Active Directory cannot ko in to the Cisco MDS 55H CLL Which
action resolves the issee?

= A, Configure S5H logins on Ciseo MDS switch.

= B. Include specific wsers into MDS rele configuration,

= (. Configure the pele name Lo malch the group name on Microgoft Active Directory

« [ [ntegrate Cisco MDS with Microsodft Active Directory.
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Z| &l CCNP Security 300-745 F 2 M EEA| (Q23-Q28):

EE#23
A security engineer on an application design team must choose a framework of attack patterns to evaluate during threat modeling.
Which framework provides the common set of attacks?

A. MITRE CAPEC
B. Cisco SAFE

C. GDPR

D. SOC2

JE: A
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MITRE CAPEC (Common Attack Pattern Enumeration and Classification) provides a standardized catalog of attack patterns. It is
specifically designed for use in threat modeling and application design, allowing security engineers to anticipate and evaluate common
attacks.

HEE #24
‘Which design policy addresses harmful content creation by generative Al?

e A retrieval augmented generation
¢ B. quantum resistant encryption
e C. human in the loop

¢ D. watermarking

¥Y: D

MH.

Watermarking is a generative Al design policy that embeds hidden identifiers into Al-generated content. This helps address the risk
of harmful content creation by enabling traceability and accountability, making it easier to detect and regulate malicious or misleading
Al outputs.

HEE #25

A financial company is in the process of upgrading network access across the entire company.
The solution must ensure:

- least privilege access

- control access across different network segments

- increased security for employers

‘Which solution approach must the company take?

A. RBAC
B. PKI

C. NetFlow
D. SNMP
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Role-Based Access Control (RBAC) enforces least privilege access by granting permissions based on roles, not individuals. It also
provides centralized control across network segments, ensuring employees only have the access necessary for their responsibilities,
thereby increasing overall security.

EE #26
Enployees in a healthcare organization could not access their devices when they returned to work after the weekend. The security
team discovered that a threat actor had encrypted the devices. Which security solution would mitigate the risk in future?

e A endpoint detection and response



¢ B. network configuration management
e (. data loss prevention
¢ D. password policy enforcement

HE: A

Y.
Endpoint Detection and Response (EDR) provides continuous monitoring, detection, and automated response to suspicious activity
on devices. It can identify and stop ransomware attacks before encryption occurs, mitigating the risk of device lockouts in the future.

AE #27
Which two best practices align with incident response and compliance objectives? (Choose two.)

A. Disable auditing to improve performance
B. Maintain immutable logs

C. Use shared admin credentials

D. Implement real-time monitoring

HE: BD

Y.
Immutable logs preserve evidence integrity, while real-time monitoring allows faster detection and response-both essential for
mncident response and regulatory compliance.
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