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Q25):
NEW QUESTION # 20 
How does FortiSwitch perform actions on ingress and egress traffic using the access control list (ACL)?

A. Classifiers enable matching traffic based only on the VLAN ID.
B. ACL can be used only at the prelookup stage in the traffic processing pipeline.
C. FortiSwitch checks ACL policies only from top to bottom.
D. Only high-end FortiSwitch models support ACL.

Answer: C

Explanation:
In FortiSwitch, Access Control Lists (ACLs) are used to enforce security rules on both ingress and egress traffic:
* ACL Evaluation Order (D):
* Operational Function:FortiSwitch processes ACL entries from top to bottom, similar to how firewall rules are processed. The first
match in the ACL determines the action taken on the packet, whether to allow or deny it, making the order of rules critical.
* Configuration Advice:Careful planning of the order of ACL rules is necessary to ensure that more specific rules precede more
general ones to avoid unintentional access or blocks.
References:For a comprehensive guide on configuring ACLs in FortiSwitch, consult the FortiSwitch security settings documentation
available on:Fortinet Product Documentation

NEW QUESTION # 21 
Refer to the exhibit.

The security port policy is configured as shown in the exhibit. Which behavior occurs if a device connected to the port that does not
support 802.1X? (Choose one answer)

A. The device is placed into the onboarding VLAN.
B. The device is placed into the quarantine VLAN.
C. The device is blocked from accessing the network.
D. The device is assigned to the default management VLAN.



Answer: A

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, the interaction between a managed
switch and a connected endpoint depends on whether the endpoint can participate in the 802.1X authentication process. When a
security policy is applied to a port, the switch sends EAP (Extensible Authentication Protocol) requests to the device to initiate the
login.
The FortiSwitch handles two primary failure scenarios differently:
* Non-supplicant (No 802.1X Support):If a device, such as a legacy PC or a basic printer, does not have an 802.1X supplicant, it
will not respond to the switch's EAP requests. In this case, the switch waits for the duration specified in theGuest authentication
delayfield (30 seconds in the exhibit). Once this timer expires without a response, the switch places the device into theGuest VLAN.
As shown in the exhibit, the Guest VLAN is explicitly set to"onboarding.fortilink (onboarding)".
* Authentication Failure:If a devicedoessupport 802.1X but the user provides incorrect credentials, the RADIUS server returns an
Access-Reject message. In this scenario, the device is moved to the Authentication fail VLAN, which the exhibit identifies
as"quarantine.fortilink (quarantine)".
Note:BecauseMAC authentication bypass (MAB)is disabled in the exhibit, the switch will not attempt to authenticate the device's
MAC address against the RADIUS server before defaulting to the Guest VLAN.
Therefore, for any device lacking an 802.1X supplicant, the result is placement into theonboardingVLAN.

NEW QUESTION # 22 
Which statement about using MAC, IP, and protocol-based VLANs on FortiSwitch is true?

A. It provides benefits that can be obtained when using 802.1X authentication.
B. lt is a scalable and secure solution in comparison to other Layer 2 security measures.
C. Endpoints are required to use the same FortiSwitch port to remain members of the VLAN.
D. FortiSwitch uses only the Ethernet type to assign traffic to VLANs.

Answer: A

Explanation:
It provides benefits that can be obtained when using 802.1X authentication (C): MAC, IP, and protocol-based VLANs on
FortiSwitch are beneficial in network environments where additional granularity is needed in traffic segmentation and security, similar
to what can be achieved through 802.1X authentication. These VLAN types allow for dynamic assignment of ports to VLANs
based on the characteristics of the incoming traffic, enhancing both security and network efficiency.

NEW QUESTION # 23 
You are configuring VLANs on a FortiSwitch device managed by FortiGate. Which two statements accurately describe VLAN
assignment requirements and behavior on FortiSwitch ports? (Choose two answers)

A. Untagged VLAN applies to egress traffic only.
B. You can assign only one native VLAN on a port.
C. VLAN assignments must be configured directly on the FortiSwitch.
D. Untagged defines the list of VLANs that are allowed on the port for both ingress and egress traffic.

Answer: A,B

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideand theFortiSwitch 7.6 Study Guide, understanding how VLANs are
processed on a switch port is fundamental to network segmentation. A FortiSwitch port behaves differently depending on whether
traffic is entering (ingress) or leaving (egress) the interface.
First,you can assign only one native VLAN on a port (Option C). The Native VLAN (often called the PVID or Port VLAN ID) is
the default internal ID assigned to any untagged frames arriving at the port. In a managed environment, this is typically set via the
FortiGate's switch controller. By design, a single physical interface can only belong to one primary broadcast domain for untagged
ingress traffic to ensure there is no ambiguity in the switch's internal forwarding logic.
Second, theuntagged VLAN setting applies to egress traffic only (Option B). While the "Allowed VLANs" list defines which tagged
traffic can pass through the port, the "Untagged VLANs" list specifies which of those VLAN tags should beremovedby the switch
before the frame is transmitted out of the physical port.
This is crucial for connecting devices that do not support 802.1Q tagging, such as standard PCs or printers.
Regarding the incorrect options:Option Ais incorrect because the "Untagged" list does not define ingress rules; ingress is governed by



the Native VLAN for untagged packets and the Allowed list for tagged packets.
Option Dis incorrect because, in a managed FortiLink environment, all VLAN assignments should be performed through
theFortiGate's Switch Controllerto ensure centralized management and consistency.

NEW QUESTION # 24 
What happens if FortiSwitch fails to discover either FortiEdge Cloud or a FortiGate with FortiLink?

A. It remains in local management mode.
B. It disables auto-network.
C. It switches to FortiLink mode by default.
D. It requires manual reimaging.

Answer: A

Explanation:
According to theFortiSwitchOS 7.6 Administration Guideregarding the "Discovery and Management" lifecycle, a FortiSwitch is
designed with a specific boot-up and discovery sequence to determine its management mode. By default, a factory-reset FortiSwitch
or a new unit out of the box is configured to search for a management entity. This process typically involves looking for
aFortiGateviaFortiLink(using DHCP options or LLDP) or attempting to connect toFortiEdge Cloud(formerly FortiLAN Cloud) if
cloud management is enabled.
The documentation states that if the FortiSwitch is unable to establish a connection with a FortiGate (FortiLink mode) or successfully
register and authenticate with the FortiEdge Cloud, the device does not enter a "failed" state requiring hardware intervention. Instead,
itremains in local management mode. In this state, the switch operates as a standalone Layer 2/3 switch. The administrator can
access the device's local Graphical User Interface (GUI) or Command Line Interface (CLI) directly using the default credentials.
While in local management mode, the switch retains its ability to be manually configured for all standard switching features, such as
VLAN tagging, Spanning Tree Protocol (STP), and link aggregation. If a management controller (FortiGate or Cloud) becomes
available later, the switch can be transitioned into managed mode, which typically involves the controller pushing a new configuration
and potentially overwriting local settings. Therefore, the failure to discover a controller simply results in the switch defaulting to its
standalone, locally managed operational state.

NEW QUESTION # 25
......
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